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QUESTION 1

Which two authentication protocols are supported by RADIUS but not by TACACS+? (Choose two.) 

A. MSCHAPv1 

B. PAP 

C. EAP 

D. CHAP 

E. MSCHAPV2 

Correct Answer: CE 

 

 

QUESTION 2

A network administrator is configuring authorization policies on Cisco ISE There is a requirement to use AD group
assignments to control access to network resources After a recent power failure and Cisco ISE rebooting itself, the AD
group assignments no longer work 

What is the cause of this issue? 

A. The AD join point is no longer connected. 

B. The AD DNS response is slow. 

C. The certificate checks are not being conducted. 

D. The network devices ports are shut down. 

Correct Answer: A 

https://www.cisco.com/c/en/us/td/docs/security/ise/2-3/ise_active_directory_integration/b_ISE_AD_integration_2x.html#I
D612 

 

QUESTION 3

What is a restriction of a standalone Cisco ISE node deployment? 

A. Only the Policy Service persona can be disabled on the node. 

B. The domain name of the node cannot be changed after installation. 

C. Personas are enabled by default and cannot be edited on the node. 

D. The hostname of the node cannot be changed after installation. 
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Correct Answer: C 

After you install a Cisco ISE node, all the default services provided by the Administration, Policy Service, and Monitoring
personas run on it. This node is in a standalone state. You must log in to the Admin portal of the Cisco ISE node to
configure it. You cannot edit the personas or services of a standalone Cisco ISE node. You can, however, edit the
personas and services of the primary and secondary Cisco ISE nodes. You must first configure a primary ISE node and
then register secondary ISE nodes to the primary ISE node. 

Reference: https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/admin_guide/b_ise_admin_guide_22/b_ise_admin_g
uide_22_chapter_010.html 

 

QUESTION 4

Which radius attribute can be used to dynamically assign the inactivity active timer for MAB users from the Cisco ISE
node? 

A. radius-server timeout 

B. idle-timeout attribute 

C. termination-action attribute 

D. session-timeout attribute 

Correct Answer: B 

When the inactivity timer is enabled, the switch monitors the activity from authenticated endpoints. When the inactivity
timer expires, the switch removes the authenticated session. The inactivity timer for MAB can be statically configured on
the switch port, or it can be dynamically assigned using the RADIUS Idle-Timeout attribute (Attribute 28) 

 

QUESTION 5

An administrator is attempting to join a new node to the primary Cisco ISE node, but receives the error message "Node
is Unreachable". What is causing this error? 

A. The second node is a PAN node. 

B. No administrative certificate is available for the second node. 

C. The second node is in standalone mode. 

D. No admin privileges are available on the second node. 

Correct Answer: B 

https://www.ciscopress.com/articles/article.asp?p=2812072 
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