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QUESTION 1

A security analyst must create a new report within Cisco FMC to show an overview of the daily attacks, vulnerabilities,
and connections. The analyst wants to reuse specific dashboards from other reports to create this consolidated one.
Which action accomplishes this task? 

A. Copy the Malware Report and modify the sections to pull components from other reports. 

B. Create a new dashboard object via Object Management to represent the desired views. 

C. Use the import feature in the newly created report to select which dashboards to add. 

D. Modify the Custom Workflows within the Cisco FMC to feed the desired data into the new report. 

Correct Answer: C 

 

 

QUESTION 2

An organization has a compliance requirement to protect servers from clients, however, the clients and servers all
reside on the same Layer 3 network. Without readdressing IP subnets for clients or servers, how is segmentation
achieved? 

A. Change the IP addresses of the servers, while remaining on the same subnet. 

B. Deploy a firewall in routed mode between the clients and servers. 

C. Change the IP addresses of the clients, while remaining on the same subnet. 

D. Deploy a firewall in transparent mode between the clients and servers. 

Correct Answer: B 

 

 

QUESTION 3

An engineer must export a packet capture from Cisco Secure Firewall Management Center to assist in troubleshooting
an issue on a Secure Firewall Threat Defense device. When the engineer navigates to the URL for Secure Firewall
Management Center at: 

https:///capture/CAPI/pcap/sample.pcap 

The engineer receives a 403: Forbidden error instead of being provided with the PCAP file. Which action resolves the
issue? 

A. Disable the proxy setting on the client browser. 

B. Disable the HTTPS server and use HTTP. 
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C. Enable HTTPS in the device platform policy. 

D. Enable the proxy setting in the device platform policy. 

Correct Answer: A 

 

QUESTION 4

An engineer must deploy a Cisco FTD device. Management wants to examine traffic without requiring network changes
that will disrupt end users. Corporate security policy requires the separation of management traffic from data traffic and
the use of SSH over Telnet for remote administration. How must the device be deployed to meet these requirements? 

A. in routed mode with a diagnostic interface 

B. in transparent mode with a management Interface 

C. in transparent made with a data interface 

D. in routed mode with a bridge virtual interface 

Correct Answer: B 

To deploy a Cisco FTD device that meets the requirements of the question, the engineer must use transparent mode
with a management interface. Transparent mode is a firewall configuration in which the FTD device acts as a "bump in
the wire" or a "stealth firewall" and is not seen as a router hop to connected devices. In transparent mode, the FTD
device can examine traffic without requiring network changes that will disrupt end users, such as changing IP addresses
or routing configurations1. A management interface is a dedicated interface that is used for managing the FTD device
and separating management traffic from data traffic. A management interface can be configured to allow SSH access
for remote administration, which is more secure than Telnet2. The other options are incorrect because: Routed mode is
a firewall configuration in which the FTD device acts as a router and performs address translation and routing for
connected networks. Routed mode requires network changes that may disrupt end users, such as changing IP
addresses or routing configurations1. A diagnostic interface is a special interface that is used for troubleshooting and
capturing traffic on the FTD device. A diagnostic interface does not separate management traffic from data traffic or
allow SSH access for remote administration. Transparent mode with a data interface does not meet the requirement of
separating management traffic from data traffic. A data interface is a regular interface that is used for passing and
inspecting traffic on the FTD device. A data interface does not allow SSH access for remote administration2. Routed
mode with a bridge virtual interface (BVI) does not meet the requirement of examining traffic without requiring network
changes that will disrupt end users. A BVI is a logical interface that acts as a container for one or more physical or
logical interfaces that belong to the same layer 2 broadcast domain. A BVI allows the FTD device to route between
different bridge groups on the same security module/engine. However, routed mode still requires network changes that
may disrupt end users, such as changing IP addresses or routing configurations. 

 

QUESTION 5

An engineer must create an access control policy on a Cisco Secure Firewall Threat Defense device. The company has
a contact center that utilizes VoIP heavily, and it is critical that this traffic is not impacted by performance issues after
deploying the access control policy. Which access control action rule must be configured to handle the VoIP traffic? 

A. block 

B. trust 

C. monitor 
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D. allow 

Correct Answer: B 
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