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QUESTION 1

Network users are experiencing Intermittent issues with internet access. An engineer ident med mat the issue Is being
caused by NAT exhaustion. How must the engineer change the dynamic NAT configuration to provide internet access
for more users without running out of resources?

A. Define an additional static NAT for the network object in use.

B. Configure fallthrough to interface PAT on \'he Advanced tab.

C. Convert the dynamic auto NAT rule to dynamic manual NAT.

D. Add an identity NAT rule to handle the overflow of users.

Correct Answer: B

Fallthrough to interface PAT is a feature that allows the dynamic NAT configuration to use the interface IP address as a
last resort when the NAT pool is exhausted. This way, more users can access the internet without running out of

resources. To enable this feature, the engineer must check the Enable PAT Fallback check box on the Advanced tab of
the NAT rule editorl

QUESTION 2

A security engineer is deploying a pair of primary and secondary Cisco FMC devices. The secondary must also receive
updates from Cisco Talos. Which action achieves this goal?

A. Manually import rule updates onto the secondary Cisco FMC device.

B. Force failover for the secondary Cisco FMC to synchronize the rule updates from the primary.
C. Configure the primary Cisco FMC so that the rules are updated.

D. Configure the secondary Cisco FMC so that it receives updates from Cisco Talos.

Correct Answer: C

QUESTION 3

A security engineer must deploy a Cisco FTD appliance as a bump in the wire to detect intrusion events without
disrupting the flow of network traffic. Which two features must be configured to accomplish the task? (Choose two.)

A. inline set pair
B. transparent mode
C. tapemode

D. passive interfaces
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E. bridged mode

Correct Answer: BC

QUESTION 4

Which command is entered in the Cisco FMC CLI to generate a troubleshooting file?
A. show running-config

B. show tech-support chassis

C. system support diagnostic-cli

D. sudo sf_troubleshoot.pl

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-
SourceFire-00.html

QUESTION 5

Which action must be taken on the Cisco FMC when a packet bypass is configured in case the Snort engine is down or
a packet takes too long to process?

A. Enable Automatic Application Bypass.

B. Add a Bypass Threshold policy for failures.

C. Configure Fastpath rules to bypass inspection.
D. Enable Inspect Local Router Traffic.

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/623/configuration/guide/fpmc-config-guide-
v623/policy_management.html
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