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QUESTION 1

When a Cisco FTD device is configured in transparent firewall mode, on which two interface types can an IP address be
configured? (Choose two.)

A. Diagnostic

B. EtherChannel
C. BVI

D. Physical

E. Subinterface

Correct Answer: AC

QUESTION 2

When do you need the file-size command option during troubleshooting with packet capture?
A. when capture packets are less than 16 MB

B. when capture packets are restricted from the secondary memory

C. when capture packets exceed 10 GB

D. when capture packets exceed 32 MB

Correct Answer: D

Reference: https://www.cisco.com/c/en/us/td/docs/security/firepower/620/configuration/guide/fpmc-config-guide-
v62/troubleshooting_the_system.html

QUESTION 3

A network administrator cannot select the link to be used for failover when configuring an active/passive HA Cisco FTD
pair. Which configuration must be changed before setting up the high availability pair?

A. An IP address in the same subnet must be added to each Cisco FTD on the interface.
B. The interface name must be removed from the interface on each Cisco FTD.

C. The name Failover must be configured manually on the interface on each Cisco FTD.
D. The interface must be configured as part of a LACP Active/Active EtherChannel.
Correct Answer: B

Reference: https://www.cisco.com/c/en/us/support/docs/security/firepower-management-center/212699-configure-ftd-
high-availability-on-firep.html
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QUESTION 4

A network engineer is extending a user segment through an FTD device for traffic inspection without creating another IP
subnet. How is this accomplished on an FTD device in routed mode?

A. by assigning an inline set interface

B. by using a BVI and creating a BVI IP address in the same subnet as the user segment
C. by leveraging the ARP to direct traffic through the firewall

D. by bypassing protocol inspection by leveraging pre-filter rules

Correct Answer: B

"without creating another IP subnet". A BVI requires a subnet interface. Inline set acts like layer 2 but can be setup in a
FTD in routed mode. No need for creating additionel IP-addresses or I13-interfaces. See "Inline IPS Interfaces” on CBT

nuggets, Skill:
Cisco Firepower IPS/IDS.

https://lwww.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-
v64/transparent_or_routed_firewall_mode_for_firepower_threat_defense.html

QUESTION 5

Which Cisco Advanced Malware Protection for Endpoints policy is used only for monitoring endpoint actively?
A. Windows domain controller

B. audit

C. triage

D. protection

Correct Answer: B

Reference: https://www.cisco.com/c/en/us/support/docs/security/amp-endpoints/214933-amp-for-endpoints-deployment-
methodology.html
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