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QUESTION 1

What is the benefit of selecting the trace option for packet capture? 

A. The option indicates whether the packet was dropped or successful. 

B. The option indicated whether the destination host responds through a different path. 

C. The option limits the number of packets that are captured. 

D. The option captures details of each packet. 

Correct Answer: A 

 

 

QUESTION 2

A security engineer is deploying a pair of primary and secondary Cisco FMC devices. The secondary must also receive
updates from Cisco Talos. Which action achieves this goal? 

A. Force failover for the secondary Cisco FMC to synchronize the rule updates from the primary. 

B. Configure the secondary Cisco FMC so that it receives updates from Cisco Talos. 

C. Manually import rule updates onto the secondary Cisco FMC device. 

D. Configure the primary Cisco FMC so that the rules are updated. 

Correct Answer: D 

 

QUESTION 3

An engineer is configuring a Cisco IPS to protect the network and wants to test a policy before deploying it. A copy of
each incoming packet needs to be monitored while traffic flow remains constant. Which IPS mode should be
implemented to meet these requirements? 

A. routed 

B. passive 

C. transparent 

D. inline tap 

Correct Answer: D 
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QUESTION 4

A network administrator registered a new FTD to an existing FMC. The administrator cannot place the FTD in
transparent mode. Which action enables transparent mode? 

A. Deregister the FTD device from FMC and configure transparent mode via the CLI. 

B. Obtain an FTD model that supports transparent mode. 

C. Add a Bridge Group Interface to the FTD before transparent mode is configured. 

D. Assign an IP address to two physical interfaces. 

Correct Answer: A 

 

 

QUESTION 5

Which description of a correlation, policy configuration in the Cisco Firepower Management Center, is true? 

A. Correlation policy priorities override whitelist priorities. 

B. The system displays correlation policies that are created on all of the domains in a multidomain deployment. 

C. You cannot add a host profile qualification to a correlation rule that is triggered by a malware event. 

D. Deleting a response group deletes the responses of that group. 

Correct Answer: C 
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