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QUESTION 1

An engineer has implemented 802.1x authentication on the wireless network utilizing the internal database of a RADIUS
server. Some clients reported that they are unable to connect. After troubleshooting, it is found that PEAP authentication
is failing. A debug showed the server is sending an Access-Reject message. Which action must be taken to resolve
authentication? 

A. Use the user password that is configured on the server. 

B. Disable the server certificate to be validated on the client. 

C. Update the client certificate to match the user account. 

D. Replace the client certificates from the CA with the server certificate. 

Correct Answer: B 

https://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_troubleshooting.html 

 

QUESTION 2

An organization is supporting remote workers in different locations. In order to provide wireless network connectivity and
services, OfficeExtend has been implement. The wireless connectivity is working, but users report losing connectivity to
their local network printers. Which solution must be used to address this issue? 

A. WLAN static IP tunneling 

B. FlexConnect local switching 

C. OEAP split tunnel 

D. OEAP gateway override 

Correct Answer: C 

 

QUESTION 3

A company is collecting the requirements for an on-premises event. During the event, a wireless client connected to a
dedicated WLAN will run a video application that will need to average 300000000 bits per second to function properly.
What is the QoS marketing that needs to be applied to that WLAN? 

A. Bronze 

B. Platinum 

C. Silver 

D. Gold 

Correct Answer: D 
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QUESTION 4

Refer to the exhibit. 

An engineer deployed a Cisco WLC using local EAP. Users who are configured for EAP- PEAP cannot connect to the
network. Based on the local EAP debug controller provided, why is the client unable to connect? 

A. The client is falling to accept certificate. 

B. The Cisco WLC is configured for the incorrect date. 

C. The user is using invalid credentials. 

D. The Cisco WLC local EAP profile is misconfigured 

Correct Answer: A 
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QUESTION 5

An engineer is ensuring that, on the IEEE 802.1X wireless network, clients authenticate using a central repository and
local credentials on the Cisco WLC. Which two configuration elements must be completed on the WLAN? (Choose
two.) 

A. TACACS+ 

B. MAC authentication 

C. local EAP enabled 

D. web authentication 

E. LDAP server 

Correct Answer: CE 
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