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QUESTION 1

Refer to the exhibit. Which command-line configuration on a WAN Edge device achieves these results?
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Firewall vEdge-public-internet-vEdgeS public-internet PSEC -
A wpn0
interface ge0/0

B

ip address 10.50.0.101i30

tunnel-interface
encapsulation Ipsec
allow-service none

ip route 0.0.0.0/0 10.50.0.102
vpn 0
Interface ge0/0
ip address 10.50.0.101/30
tunnel-interface
encapeulation gro
color public-internet
allow-service ntp

ip route 0.0.0.0/0 10.50.0.102
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C. ypnO
interface ge0/0

ip address 10.50.0.101/30
tunnel-interface

encapsulation ipsec
color public-internet restrict

allow-service all
allow-sarvice netconf

ip route 0.0.0.0/0 10.50.0.102

D. vpn1i
interface ge/0
ip address 10.50.0.101/30
tunnel-interface

encapsulation ipsec
color public-internet restrict

allow-service all
allow-service netcont

ip route 0.0.0.0/0 10.50.0.102

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: C

QUESTION 2

Which type of connection is created between a host VNet and a transit VNet when configuring Cloud OnRamp for
lease?

A. GRE tunnel

B. Azure peer link

C. IPsec turtle

D. Azure private endpoint
Correct Answer: C

Reference: https://www.cisco.com/c/en/us/td/docs/solutions/CVD/SDWAN/cisco-sdwan-cloud-onramp-iaas-azure-
deploy-guide.html
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QUESTION 3

Which set of elements are verified by the controller to confirm the identity of edge devices?
A. certificates, organization name, and serial number of the device

B. organization name, serial number, and system IP of the device

C. certificates, organization name, and vBond domain

D. certificates, system IP, and vBond domain

Correct Answer: A

Reference: https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/system-
overview.html

QUESTION 4

Which on-the-box security feature supported by the Cisco ISR 4451 SD-WAN device and not on vEdge?
A. Cloud Express service

B. Enterprise Firewall with Application Awareness

C. reverse proxy

D. IPsec/GRE cloud proxy

Correct Answer: B

Explanation: https://www.cisco.com/c/en/us/products/collateral/software/one-wan-subscription/guide-
c07-740642.html#Step2SoftwareType

QUESTION 5

Which control policy assigned to branches in the out direction establishes a strict hub-and-spoke topology for VPN2?
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policy

lists

vpn-list VPN2
vpn2

1

site-list hub_sites
site-id 1-2
1
!
control-policy vpn_multi-topology
sequence 10
match route
site-list hub_sites
vpn-ist VPN2
1

action accept
!

sequence 20
match route
vpn-list VPN2
1

action reject
1

default-action accept
policy
lists
vpn-ist VPN2
vpn2
!
site-list hub_sites
site-id 1-2
!

1
control-policy vpn_multi-topology
sequence 10
match route
site-list hub_sites
vpn-list VPN2
1

action accept
!
sequence 20
match route
!

action reject
1

default-action accept

policy

lists
vpn-list VPN2
vpn2

1

site-list branch_sites
site-id 1-100
1
1
control-policy vpn_multi-topology
sequence 10
match route
site-list branch_sites
vpn-list VPN2
1

action accept
set
tloc 100.1.1.1 color mpls
!

!

!

default-action accept

policy

lists

vpn-list VPN2

vpn2

1
site-list branch_sites
site-id 100-200

1

1
control-policy vpn_multi-topology
sequence 10

match route

site-list branch_sites

vpn-list VPN2
1

action accept
set
tloc 1.1.1.1 color red
!
!
!
default-action accept
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A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A
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