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QUESTION 1

An organization requires the use of integrated preventative engines, exploit protection, and the most updated and
advanced signature-based antivirus with sandboxing and threat intelligence to stop malicious attachments before they
reach users and get executed.

Which Cisco SD-WAN solution meets the requirements?

A. Cisco Trust Anchor module

B. URL filtering and Umbrella DNS security

C. Cisco AMP and Threat Grid

D. Snort IPS

Correct Answer: C

https://blogs.cisco.com/networking/enabling-amp-in-cisco-sd-wan NEW: Malware defense and sandboxing with Cisco
AMP and AMP Threat Grid

QUESTION 2

Which two performance data details are provided by Cisco SD-WAN vAnalytics? (Choose two.)
A. certificate authority status (health and expiration dates) for all controllers

B. application quality of experience score from zero to ten

C. details on total cost of ownership for the fabric

D. jitter, loss, and latency for data tunnels

E. view devices connected to a vManage NMS

Correct Answer: BD

QUESTION 3

An engineer wants to track tunnel characteristics within a SLA-based policy for convergence. Which policy configuration
will achieve this goal?

A. Data policy
B. Control policy
C. App-route policy

D. VPN membership policy
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Correct Answer: C

QUESTION 4

Which control policy assigned to branches in the out direction establishes a strict hub-and-spoke topology for VPN2?
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policy

lists

vpn-list VPN2
vpn2

1

site-list hub_sites
site-id 1-2
1
!
control-policy vpn_multi-topology
sequence 10
match route
site-list hub_sites
vpn-ist VPN2
1

action accept
!

sequence 20
match route
vpn-list VPN2
1

action reject
1

default-action accept
policy
lists
vpn-ist VPN2
vpn2
!
site-list hub_sites
site-id 1-2
!

1
control-policy vpn_multi-topology
sequence 10
match route
site-list hub_sites
vpn-list VPN2
1

action accept
!
sequence 20
match route
!

action reject
1

default-action accept

policy

lists
vpn-list VPN2
vpn2

1

site-list branch_sites
site-id 1-100
1
1
control-policy vpn_multi-topology
sequence 10
match route
site-list branch_sites
vpn-list VPN2
1

action accept
set
tloc 100.1.1.1 color mpls
!

!

!

default-action accept

policy

lists

vpn-list VPN2

vpn2

1
site-list branch_sites
site-id 100-200

1

1
control-policy vpn_multi-topology
sequence 10

match route

site-list branch_sites

vpn-list VPN2
1

action accept
set
tloc 1.1.1.1 color red
!
!
!
default-action accept
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A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A

QUESTION 5

Which platforms are managed by a single vManage dashboard?
A. ISR4351, ASR1002HX, vEdge2000, vEdge Cloud

B. ISR4321, ASR1001, Nexus, ENCS

C. ISR4321, ASR1001, ENCS, ISRv

D. ISR4351, ASR1009, vEdge2000, CSR1000v

Correct Answer: C

Reference: https://www.cisco.com/c/dam/en/us/solutions/collateral/enterprise-networks/sd-wan/nb-06-sw-defined-wan-
fag-cte-en.pdf
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