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QUESTION 1

In the Active Discovery phase of PPPoE, which of the following is NOT verified by the Broadband Network gateway
(BNG) to prevent spoofing? 

A. source MAC address 

B. arriving access interface 

C. PPPoE session ID 

D. destination MAC address 

Correct Answer: D 

The destination MAC address is the address of the BNG, so there is no need for it to be verified. If the traffic arrived on
the BNG interface, it is correct. 

PPPoE is composed of two main phases, the Active Discovery Phase and the PPP Session Phase. The Active
Discovery phase consists of the following communications between the PPPoE client and the BNG: 

1.

 The client sends a PPPoE Active Discovery Initiation (PADI) broadcast signal to the remote device (BNG). 

2.

 The remote device sends back a PPPoE Active Discovery Offer (PADO) that contains the MAC address of the BNG
and destination MAC address of the subscriber (client). 

3.

 The subscriber (client) send a PPPoE Active Discovery Request (PADR) continuing the destination MAC address of the
BNG to which it wishes to establish a session. 

4.

 The BNG responds with a PPPoE Active Discovery Session-Confirmation (PADS) containing the PPPoE session ID. 

Once this process is complete, the session moves on to the PPP Session Phase in which Link Control Protocol (LCP)
parameters such as maximum transmission unit (MTU) are agreed to, authentication is performed, and Network Control 

Protocols (NCP) for any Layer 3 protocol that will traverse the link are started. 

Objective: 

Layer 2 Technologies 

Sub-Objective: 

Configure and verify PPP 

References: 

Cisco Support Community > ASR9000 BNG debugging PPPoE sessions Cisco > Cisco Security Appliance Command
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Line Configuration Guide, Version 8.0 > Configuring the PPPoE Client > PPPoE Client Overview 

 

QUESTION 2

Refer to the exhibit. When monitoring an IPv6 access list, an engineer notices that the ACL does not have any hits and
is causing unnecessary traffic to pass through the interface 

Which command must be configured to resolve the issue? 

A. access-class INTERNET in 

B. ipv6 traffic-filter INTERNET in 

C. ipv6 access-class INTERNET in 

D. ip access-group INTERNET in 

Correct Answer: C 

https://www.cisco.com/c/en/us/support/docs/ip/ip-version-6/113126-ipv6-acl-00.html 

 

QUESTION 3

Which of the following commands is used to verify the link-local, global unicast, and multicast addresses of an IPv6
router? 

A. show ipv6 neighbors (only link-local addresses) 

B. show ipv6 route 

C. show ipv6 protocols 

D. show ipv6 interface 

Correct Answer: D 

The show ipv6 interface command is used to verify the link-local, global unicast, and multicast addresses assigned to an
IPv6-enabled router interface. The show ipv6 interface command displays information regarding that interface, such as
the physical state, MTU, and IPv6 enable/disable state. 

A partial output of the show ipv6 interface command on an IPv6-enabled router named rtrA is as follows: 
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In the given sample output, you can see that the Fa0/1 interface of rtrA has the link-local address
FE80::6339:7BFF:FE5D:A031/64 and the global unicast address 2001:7067:90D1:1::1. The global unicast address is
not in EUI-64 format 

because when the ipv6 address command was issued, the eui64 keyword was not used. If EUI-64 format had been
specified with the eui64 keyword, the global unicast address would have been
2001:7067:90D1:1:6339:7BFF:FE5D:A031. 

An IPv6-enabled interface has not only a link-local and global unicast address, but also one or more multicast
addresses. A multicast address is an IPv6 address that has the prefix FF00::/8. These addresses are assigned to
interfaces of 

different nodes such that they appear as a logical group. This implies that when a packet is destined for a multicast
address, that packet is delivered to all the interfaces that have the same multicast address. The various multicast
groups are 

as follows: 

FF02::1 Indicates the group of all the nodes on the local segment FF02::2 Indicates the group of all the routers on the
local segment FF02::1:FF00:0/104 Indicates a solicited-node multicast group for every unicast or anycast address
assigned 

to the interface 

You can also notice in the sample output that the Fa0/1 interface belongs to three multicast groups: FF02::1, FF02::2,
and FF02::1:FF5D:A031. The first two multicast groups refer to the all-host and all-router multicast groups, respectively. 

The third group, FF02::1:FF5D:A031, is the solicited-node multicast address. This address is created for every unicast
or anycast address. A solicited-node multicast address is determined by assigning the least significant 24 bits of the 

unicast address to the least significant 24 bits of the FF02::1:FF00:0 address. 

The show ipv6 neighbors command displays the link-local /global unicast addresses of the neighbors, including other
information such as state and the next-hop interface. 

The show ipv6 route command is used to view the IPv6 routing table on the router. This command displays the prefixes,
administrative distance, metric, and next-hop addresses for various IPv6 networks. 

The show ipv6 protocols command is used to view the active routing protocols for IPv6 on the router. This command
shows the interfaces, redistribution status, and summarization status about each of the routing protocols enabled on the 

router. 

Objective: 
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Layer 3 Technologies 

Sub-Objective: 

Identify IPv6 addressing and subnetting 

References: 

Cisco IOS IPv6 Command Reference > show ipv6 eigrp topology through show ipv6 nat statistics > show ipv6 interface 

Cisco IOS IPv6 Command Reference > show ipv6 nat translations through show ipv6 protocols > show ipv6 neighbors 

Cisco IOS IPv6 Command Reference > show ipv6 nat translations through show ipv6 protocols > show ipv6 protocols 

Cisco > Products and Services > Cisco IOS and NX-OS Software > Cisco IOS Technologies > IPv6 > Product Literature
> White Papers > Cisco IOS IPv6 Multicast Introduction Cisco > IPv6 Implementation Guide, Release 15.2MandT > 

Implementing IPv6 Multicast 

 

QUESTION 4

What are two characteristics of VRF instance? (Choose two.) 

A. All VRFs share customers routing and CEF tables . 

B. An interface must be associated to one VRF. 

C. Each VRF has a different set of routing and CEF tables 

D. It is defined by the VPN membership of a customer site attached to a P device. 

E. A customer site can be associated to different VRFs 

Correct Answer: BC 

 

 

QUESTION 5

Which statements about BGP policy-based routing are true? (Choose two.) 

A. BGP policy-based routing is performed on a router\\'s inbound interface. 

B. A BGP administrator can use policy-based routing to alter the final destination of the packet. 

C. BGP policy-based routing will select the next-hop of the packet based on its source address. 

D. BGP policy-based routing can be used to alter the path selection for a packet in a downstream AS. 

Correct Answer: AC 

BGP policy-based routing is performed on a router\\'s inbound interface. BGP policy-based routing will select the next-
hop of the packet based on its source address. It does this through the use of route maps. 
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Below is a partial output of the show run command executed on a router that has a BGP configuration that uses a route
map to alter the local preference of a route (172.16.0.0/16) to 90 if it is advertised from the BGP neighbor at 10.5.5.1: 

The above output indicates that the local preference for the route to 172.16.0.0/16 is 90 ONLY if it comes from 10.5.5.1,
but not if the same route is advertised from 10.5.5.35. 

Route maps can be used to influence a part of the routing table without affecting the rest of the table. Consider an
example where a router had two routes to every network in the table, and it prefers Neighbor A as the next hop for all
routes. If 

you desired to change the next hop for one of the routes to Neighbor B without affecting the others, you could use route
maps to take two different approaches, altering different attributes, which would arrive at the same result. The 

approaches would be: 

Apply a route map to Neighbor B incoming that would set the local preference to 200 (default is 100) for the route. Local
preference values determine the path used to exit the AS. A higher value is preferred. Apply a route map to Neighbor A 

such that it advertises the route with a MED of 200. Med values determine the preferred path into the AS. A lower value
is preferred. The default is 0. 

Either of these approaches would result in the next hop for the network hanging to Neighbor B without affecting the
others, 

Policy-based routing does not alter the destination address of the packet. It can only alter the path to that final
destination. 

The BGP routing policy in one AS cannot determine the BGP routing policy in another AS. 

Objective: 

Layer 3 Technologies 

Sub-Objective: 

Identify suboptimal routing 
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References: 

Cisco > Home > Support > Technology Support > IP Routing > Design > Design Technotes > Route-Maps for IP
Routing Protocol Redistribution Configuration 
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