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QUESTION 1

The IPv6 network is under attack by an unknown source that is neither in the binding table nor learned through neighbor
discovery. Which feature helps prevent the attack? 

A. IPv6 Destination Guard 

B. IPv6 Prefix Guard 

C. IPv6 Router Advertisement Guard 

D. IPv6 Snooping 

Correct Answer: B 

 

 

QUESTION 2

Your network has an OSPF area that connects to an EIGRP area at two points, Router A and Router B. You directed
your assistant to set up these two routers in order to have traffic load-balanced between the two entry points. However,
you discover that all traffic is going through Router A. When you view the results of the show run command for each
device, you get the partial output shown below: 

What action should be performed to make traffic use both routes to the EIGRP area? 

A. change the metric for EIGRP to 50 on Router A 

B. change the metric for EIGRP to 45 on Router B 

C. change the metric type to Type 1 on Router A 

D. change the metric type to Type 1 on Router B 

Correct Answer: A 

You should change the metric for EIGRP to 50 on Router A. The metric can be defined when configuring the
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redistribution of one routing protocol into another. A lower metric will cause traffic to be routed in that direction.
Therefore, to make 

the paths from the two routers equal, you should raise the metric on Router A to 50 to match that of Router B. 

You should not lower the metric on Router B to 45. It will still be a higher metric than that of A and traffic will still go in
that direction. 

You should not change the metric type on either router. The metric type determines whether the downstream OSPF
routers should add their cost to the total cost to get to the ASBR when computing cost. In this scenario, Router A and
Router 

B are both ASBRs. When set to Type 1, downstream OSPF routers do add their metric. With Type 2, they simply use
the configured metric. If you want true load balancing, you should leave the metric type set to Type 2, since you have
no 

information on the cost from the other routers to the ASBRs. However, when Type 1 is used, you must also take into
consideration the metric from the other routers to the ASBR when determining the true cost to leave the OSPF area. 

Objective: 

Layer 3 Technologies 

Sub-Objective: 

Configure and verify redistribution between any routing protocols or routing sources 

References: 

Home > Support > Technology Support > IP > IP Routing > Design > Design Technotes > Redistributing Routing
Protocols 

Cisco > Support > Technology Support > IP > IP Routing > Design > Design Technotes > Route Selection in Cisco
Routers > Document ID: 8651 

 

QUESTION 3

What would be a use case for the HSRP configuration below? 
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A. used to switch the active role to the other router in the HSRP group during a maintenance window 

B. used to prevent this router from ever relinquishing the active role 

C. used to prevent this router from ever performing the active role 

D. used to allow preemption over multiple peers 

Correct Answer: A 

By tracking the loopback interface and decrementing the priority if it goes down, technicians would have a method of
moving the active role to the other router by disabling the loopback interface. This method is less disruptive than
disabling 

any of the physical interfaces. Although no decrement value has been specified, a default decrement of 10 will occur. 

This configuration would not be used to prevent this router from ever relinquishing the active role. That would defeat the
purpose of Hot Standby Routing Protocol (HSRP), which is to provide failover by relinquishing the active role to the
other 

router. 

This configuration would not be used to prevent this router from ever performing the active role. That would defeat the
purpose of HSRP which is to provide failover by this router taking the active role when there is an issue with the other 

router. 

This configuration would not be used to allow preemption over multiple peers. When more than two routers are in an
HSRP group, the active router is allowed preemption over multiple peers by default. 

Objective: 

Infrastructure Services 

Sub-Objective: 

Configure and verify tracking objects 

References: 
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Home > Support > Technology support > IP > IP application services > Troubleshoot and alerts > Troubleshooting
Technotes > How to use the standby preempt and standby track commands 

 

QUESTION 4

Which feature minimizes DoS attacks on an IPv6 network? 

A. IPv6 Binding Security Table 

B. IPv6 Router Advertisement Guard 

C. IPv6 Prefix Guard 

D. IPv6 Destination Guard 

Correct Answer: D 

The Destination Guard feature helps in minimizing denial-of-service (DoS) attacks. It performs address resolutions only
for those addresses that are active on the link, and requires the FHS binding table to be populated with the help of the
IPv6 snooping feature.The feature enables the filtering of IPv6 traffic based on the destination address, and blocks the
NDP resolution for destination addresses that are not found in the binding table. By default, the policy drops traffic
coming for an unknown destination. 

 

QUESTION 5

What is the purpose of the DHCPv6 Guard? 

A. It messages between a DHCPv6 server and a DHCPv6 client ( or relay agent). 

B. It shows that clients of a DHCPv5 server are affected. 

C. It block DHCPv6 messages from relay agents to a DHCPv6 server. 

D. It allows DHCPv6 replay and advertisements from (rouge) DHCPv6 servers. 

Correct Answer: A 

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/xe-16/ip6fxe-16-book/ip6-dhcpv6-guard.html 
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