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QUESTION 1

An AP receives a spoofed request from an attacker. Which description of 802.1x SA-Query timeout is true?
A. It confirms the legitimate client source address value by sending an encrypted ARP request

B. It triggers a re-authentication for the user.

C. It confirms that the previous four-way handshake done with a legitimate client is still valid

D. It confirms that the client security association has not timed out.

Correct Answer: B

QUESTION 2

An engineer is configuring EAP-FAST on a WLAN. Which three components must be configured? (Choose three.)
A.WLC

B. AD server

C. EAP-TLS client

D. wireless access point

E. wireless client utility

F. RADIUS server

Correct Answer:. ADF

QUESTION 3

Which three methods are valid for guest wireless using web authentication? (Choose three.)
A. SSL

B. LDAP

C. local

D.TLS

E. EAP-TLS

F. RADIUS

Correct Answer: BCF

There are three ways to authenticate users when you use web authentication. Local authentication allows you to
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authenticate the user in the Cisco WLC. You can also use an external RADIUS server or a LDAP server as a backend
database in order to authenticate the users.

Reference: https://www.sslshopper.com/ssl-certificate-not-trusted-error.html

QUESTION 4

Refer to the exhibit.

iThis!linelis[removed when registerad

" General | Security I QoS | Policy-Mapping | Advanced

= > &)
Layer 2 | Layer3 | AAA Servers | P N
dre. v
Layer 2 Security 6 | wPA+WPAZ . ..1.;' }\"J
MAC Filtering® [ | _ I'"x
. aB &
Fast Transition “'\:\;:::'-3‘-\ o
= — o 1
Fast Transition | ':"_\) T;\> &
T,
Protected Management Ftep'ﬂle \5
PMF Hlp;l:jﬁquiﬁéd_ v
Comeback, . .

timer(1-10sec) 42 o |1

S8 Query [ - ;ZDD
Timeaut{ 100-500mseac) '

WPA+Wi5"ﬁ.2 Parameters

WRA Palicy 7]
WPAZ Palicy #]
WPAZ Encryption Wl aEs TKIP

A customer is having problems with clients associating to the wireless network. Based on the configuration, which option
describes the most likely cause of the issue?

A. Both AES and TKIP must be enabled.
B. SA Query Timeout is set too low.

C. Comeback timer is set too low.

D. PMF is set to "required".

E. MAC Filtering must be enabled.

Correct Answer: E
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QUESTION 5

Refer to the exhibit.
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What is the 1.1.1.1 IP address?

A. the wireless client IP address

B. the RADIUS server IP address

C. the controller management IP address

D. the lightweight AP IP address

E. the controller A-manager IP address

F. the controller virtual interface IP address

Correct Answer: F

Web Authentication Process

This is what occurs when a user connects to a WLAN configured for web authentication:

The user opens a web browser and enters a URL, for example, http://www.cisco.com. The client sends out a DNS
request for this URL to get the IP for the destination. The WLC bypasses the DNS request to the DNS server and the

DNS

server responds back with a DNS reply, which contains the IP address of the destination www.cisco.com. This, in turn,
is forwarded to the wireless clients.

The client then tries to open a TCP connection with the destination IP address. It sends out a TCP SYN packet destined
to the IP address of www.cisco.com.

The WLC has rules configured for the client and hence can act as a proxy for www.cisco.com. It sends back a TCP SYN-
ACK packet to the client with source as the IP address of www.cisco.com. The client sends back a TCP ACK packet in

order to complete the three way TCP handshake and the TCP connection is fully established.

The client sends an HTTP GET packet destined to www.cisco.com. The WLC intercepts this packet and sends it for
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redirection handling. The HTTP application gateway prepares a HTML body and sends it back as the reply to the HTTP

GET requested by the client. This HTML makes the client go to the default webpage URL of the WLC, for example,
http:///login.html.

The client closes the TCP connection with the IP address, for example, www.cisco.com.

Now the client wants to go to http://1.1.1.1/login.html. Therefore, the client tries to open a TCP connection with the
virtual IP address of the WLC. It sends a TCP SYN packet for 1.1.1.1 to the WLC.

The WLC responds back with a TCP SYN-ACK and the client sends back a TCP ACK to the WLC in order to complete
the handshake.

The client sends a HTTP GET for /login.html destined to 1.1.1.1 in order to request for the login page.

This request is allowed up to the Web Server of the WLC, and the server responds back with the default login page. The
client receives the login page on the browser window where the user can go ahead and log in.

Reference: http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wlan-security/69340-web-auth-
config.html#backinfo
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