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QUESTION 1

A network engineer is implementing a wireless network and is considering deploying a single SSID for device
onboarding. Which option is a benefit of using dual SSIDs with a captive portal on the onboard SSID compared to a
single SSID solution?

A. limit of a single device per user

B. restrict allowed devices types

C. allow multiple devices per user

D. minimize client configuration errors

Correct Answer: B

QUESTION 2

Which two fast roaming algorithms will allow a WLAN client to roam to a new AP and re-establish a new session key
without a full reauthentication of the WLAN client? (Choose two.)

A. PKC
B. GTK
C. PMK
D. PTK
E. CKM

Correct Answer: AE

QUESTION 3

How should the Cisco Secure ACS v4.2 and the Cisco WLC v7.0 be configured to support wireless client
authentication?

A. The WLC configured for RADIUS and the Cisco Secure ACS configured for RADIUS (Cisco Airespace)

B. The WLC configured for RADIUS and the Cisco Secure ACS configured for RADIUS (IETF)

C. The WLC configured for TACACS+ and the Cisco Secure ACS configured for TACACS+ (Cisco Airespace)
D. The WLC configured for TACACS+ and the Cisco Secure ACS configured for TACACS+ (Cisco 10S)

Correct Answer: A
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QUESTION 4

An engineer requires authentication for WPA2 that will use fast rekeying to enable clients to roam from one access point
to another without going through the controller. Which security option should be configured?

A. PSK

B. AES

C. Cisco Centralized Key Management

D. 802.1x

Correct Answer: C

Explanation: Cisco Centralized Key Management (CCKM) is the first fast-secure roaming method developed and
implemented on enterprise WLANS, created by Cisco as the solution used in order to mitigate the delays explained thus
far,when 802.1X/EAP security is used on the WLAN. As this is a Cisco proprietary protocol, it is only supported by Cisco
WLAN infrastructure devices and wireless clients (from multiple vendors) that are Cisco Compatible Extension
(CCX)compatible for CCKM. CCKM can be implemented with all of the different encryption methods available for
WLANSs, to include: WEP, TKIP, and AES. It is also supported with most of the 802.1X/EAP authentication methods
used for WLANSs, dependent upon the CCX version supported by the devices.

Reference: http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-
technology-00.html#anc8

QUESTION 5

An engineer is adding APs to an existing VOWLAN to allow for location based services. Which option will the primary
change be to the network?

A. increased transmit power on all APs
B. moving to a bridging model

C. AP footprint

D. cell overlap would decrease

E. triangulation of devices

Correct Answer: C
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