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QUESTION 1

A wireless engineer wants to view how many wIPS alerts have been detected in Cisco Prime. Which lab does the
engineer select in the wireless dashboard? 

A. Security 

B. Context Aware 

C. Mesh 

D. CleanAir 

Correct Answer: A 

Security Index, including the top security issues Adaptive WIPS Rogue classification graph Rogue containment graph
Attacks detected Malicious, unclassified, friendly, and custom rogue APs CleanAir security Adhoc rogues Security
https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-1/user/guide/pi_ug/view-dash.html 

 

QUESTION 2

When a supplicant and AAA server are configured to use PEAP, which mechanism is used by the client to authenticate
the AAA server in Phase One? 

A. PMK 

B. shared secret keys 

C. digital certificate 

D. PAC 

Correct Answer: C 

 

QUESTION 3

Refer to the exhibit. What do the red circles represent in the exhibit? 
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A. detected interferers 

B. wIPs attacker 

C. RSSI cutoff 

D. zones of impact 

Correct Answer: B 

 

QUESTION 4

A WLAN on the WLC is configured for web authentication as the Layer 3 Security policy with the web-auth type
External. Which two elements are required as part of the configuration? (Choose two.) 

A. WLAN being not present in the default AP group 

B. IP address assigned to the virtual interface on the WLC, which is not routable 

C. preauth ACL to allow access to the external web server 

D. HTTPS redirection enabled 

E. web-auth secure web option enabled 
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Correct Answer: CE 

 

QUESTION 5

When a wireless client uses WPA2 AES, which keys are created at the end of the four-way handshake process between
the client and the access point? 

A. AES key, TKIP key, WEP key 

B. AES key, WPA2 key, PMK 

C. KCK, KEK, TK 

D. KCK, KEK, MIC key 

Correct Answer: A 

Explanation: When WPA-PSK or WPA2-PSK is performed via Temporal Key Integrity Protocol (TKIP) or Advanced
Encryption Standard (AES) for the encryption, the client must go through the process known as the WPA 4-Way
handshake for both the initial association and also when roaming. As previously explained, this is basically the key
management process used in order for WPA/WPA2 to derive the encryption keys. However, when PSK is performed, it
is also used in order to verify that the client has a valid Pre-Shared Key to join the WLAN. 

Reference: http://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-lan-wlan/116493-technote-
technology-00.html#anc6 
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