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QUESTION 1

A Wireless LAN Cisco engineer is troubleshooting 802.11ac WLAN at customer site. Due to interferences with
neighboring 802.11n networks, the engineer must determine the current primary/secondary channel allocation to
enhance the current configuration. Channel 60 has been chosen by the customer as primary 20 MHz channel. Which

combination determines the resulting primary 40 MHz and primary 80 MHz channels?
A. primary 40 MHz: channel 62, primary 80 MHz: channel 58
B. primary 40 MHz: channel 54, primary 80 MHz: channel 58
C. primary 40 MHz: channel 64, primary 80 MHz: channel 60
D. primary 40 MHz: channel 60, primary 80 MHz: channel 56

Correct Answer: A

QUESTION 2

Refer to the exhibit.

RAP1 RAP2

dotll ssid wlanl dotll ssid wlanl
authentication open eap eap authentic ion open eap eap
authentication network-eap esap authen \ ion network-eap esap
authentication key-management wpa authe, rcation key-management wpa
version 2 versicn 2

dotlx credentials wgb d?a%: x credentials wgb

dotlx eap profile eapl -&@t x emap profile eapl

ne i1ds mfp client q{ﬁd’ ids mfp client

eap profile eapl ,f; { eap profile eapl

method fast ) method fast

esap profile eapll F eap profile eapll

method tls Q method tls

dotlx credentials wgb dotlx credentials wgb

usarnama cClsco *iﬁ usaernama cisco

password 7 1511021F0725 .4 $ password 7 1511021F0725
interface DotllRadicO “f‘} interface DotllRadio®
encryption mode ciphers aes-ccm encryption mode ciphers aes-ccm
ss5id wlanl ssid wlanl

A mobile station in a factory contains an AP configured as a work group bridge that authenticates to a root AP using
EAP-FAST. To be able to use the mobile station in further parts of the factory, another root AP is installed and also
configured for EAP-FAST. When the mobile station is attempting to roam to the other AP, it loses connection yet can still

authenticate to the first one. What is the cause for the failed authentication on RAP2?
A. RAPL1 is using a different authentication protocol than RAP2.

B. RAP2 has a different SSID than RAP1.

C. RAP1 is using a different encryption than RAP2.

D. The authentication username and password is different.
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Correct Answer: A

QUESTION 3

You are troubleshooting an AP that fails to join a WLC. Which step of the DTLS handshake is first when establishing a
secure CAPWAP connection?

A. ServerHello

B. HelloVerifyRequest

C. Server-ChangeCipherSpec
D. ClientHello

Correct Answer: D

QUESTION 4

Refer to the exhibit.

(Cisco Controller) > show ap join state detailed 00:ab:00:ab:00:ab

Discovery phase statistics Configuration phase statistics

— Discovery requests received .....cessersssssannsansans 10 — Configuration requests received. .. .ccorersesasnarnnans a
— Successful discovery resSponsSes SeNL . .- -ceccseessrrans 5 — Successful co;;figurat,ion responsSes SeAL weeaasssanas s 4]
— Unsuccessful discovery request processing.....cveveenes 2113123 — Unsuccessfuld: iguration request pProcessSing......... a

-= Reason for last unsuccessful discovery attempt........ — Reaszson fo unsuccessful configuration attempt....
Discovery request received on unsupported VLAN Hot \ﬁ‘ able
— Time at last successful discovery AtbelpL....ecoeeosssus — Time 13t successful configuration atLemPL..eraesas
Jan 30 14:30:12.284 %& applicable
— Time at last unsuccessful discovery attempt........... = 1 18t last unsuccessful configuration atLempr.......
Jan 30 14:30:12.288 ' “applicable
- O%
Join phase statistics '-.IE,‘\Oéast AP message decryption failure details
— Join requests received. - . -.--vsnammnnnmnanm s 4 & )/ — Reason for last message decryption failure............
— Sucecessful join reSpoONSEeS SENC. . ..c:cveressssannssssans OI/—— k-(-_-:'__) Not applicable
- Unsuccessful join requesSt pProcesSSing. .. ...-ccceeecrenns /4~L7_0
— Reason for last unsuccessful join attempL......... /“qlq'r‘;r/\/ Last AP disconnect details
Certificate payload in join regquest contains invalﬁ%f N — Reason for last AP connection failure....icsvovavanans
certificate Not applicable
— Time at last successful join attempt......... (%:..
~

Hot applicable - i Last join error summary
— Time at last unsuccessful join attempt. &%\, — . Type of ‘error that occured Jast.....cccesvsaasssnaassss
Mar 06 19:19:D3.345 Lo ] Failed to send Lvapp discovery response
ke — Reason for error that occured last....cseeviccsccncnns
Discovery request received on unsopported VLAN
— Time at which the last join error occurred. ......-...-
Jan 30 14:30:12:288

Which statement about the join process of the access point is true?
A. The time on the controller is outside of the certificates validity time interval, so the join phase failed.
B. The AP moved from this controller to its primary controller.

C. The controller rejected most of the discovery requests from the AP because they were not received on the
management interface subnet. The AP failed to join the controller.

D. The AP successfully joined the controller.

E. The AP failed to join because the self-signed certificate of the AP on the controller was not correct.
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Correct Answer: C

QUESTION 5

Scenario The big Engineering IT team has been in the lab to test some new features that the existing network does not
support. The AP Groups, AP Failover, and Local Web Auth features are having problems. In this test environment, the

controllers support the only Composite Structural Engineering and Aerodynamic Engineering groups. All SSIDs must
omit the department name.

Refer to the exhibit. The diagram is the floor plan for the Big Engineering office and the distribution of the departments.
These tables show how the controllers have been configured.

Note, not all menu items, text boxes, or radio buttons are active.

5 |
’ Lab Topology
3700-CSE-A 3700-AE-A
CSE IDF

CS5E-2504-A A -2 50d - A

3700-CSE-B Q

3700-AE-B
BE-GA Controller Management Interfaces
Name IP address G ray DHCP Interface
CSE-2504A 192.168.2.98/24 2.168.2.1 192.168.2.98
AE-2504A 192.168.3.98/24 192.168.3.1 192.168.3.98
HF-2504A 192.168.4.98/24 192.168.4.1 192.168.4.98
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doof ’-_:Jl'l_\f.-.-w-

Composite and Structural Engineering (CSE) WLANs

Profile Name SSIDs
CSE-Engineering Qf@ﬁ-Engiﬂcering
CSE-Contractors __gﬁ"’ffj' SE-Contractors
CSE-Employees «° | CSE-Employees

AP Groups-CSE-WLANs

WLAN:S A]j':s
CSE-Engineering 18700-CSE-A
CSE-Contractors @ | 3700-CSE-B
CSE-Employees ¢

AE-User Names and Passwords

User Name _ R;E&lsswcrd
Joan Smith }‘» actest
Carol Black & actest

You review the configuration of the test network controller. Which four changes must be made to resolve the problems?
(Choose four.)

A. Change the High Availability Primary Controller Management Interfaces IP address for access point 3700-CSE-A.

B. Remove the current WLANSs and replace them with WLANS that have the same SSID names as on the AE-2504A
controller.

C. Add the Local Net User names and passwords.
D. Change the Layer2 security to none and Layer3 Security to Web Policy for the CSE-Contractors WLAN.

E. Remove the current WLAN from the CSE-WLAN AP Group and add all three of the WLANs configured in the
CSE-2504A.

F. Add the CSE APs to the CSE-WLANs AP-Group.
G. Change the High Availability Secondary Controller management Interface IP address for access point 3700-CSE-B.
H. Change the High Availability Primary Controller Name for access point 3700-CSE-B.

Correct Answer. BCDF
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