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QUESTION 1

Refer to the exhibit.

{Cisco Controller) > show ap join state detailed 00:ab:00:ab:00:ab

Discovery phase statistics Configuration phase statistics
= DISCOWELY TEOUuests TECEIVEO . wwewswsssssssssssssssss 10 — Configuration requests received. .. .ccoreviccacnavanans
— Successful discovery IesSponsSes SeNL . ...cossassssssssss 2 — Buccessful co;jlgqratloﬁ responses SeNt wsessssnnsnsaas
— Unsuccessful discovery request processing............. 2113123 — Unsuccessfu, iguration request processing.........
— Reason for last unsuccessful discovery attempt........ — Reason fo i, unsuccessful configuration attempt....
Discovery request received on unsupported VLAN Pgﬁzqéakle
— Time at last successful discovery AGtbempPt....eceeeesss - T1me 15t successful configuration attempt.........
Jan 30 14:30:12.284 \agpllcable
— Time at last unsuccessful discovery attempt..........- o E%;b t last unsuccessful configuration attempt.......
Jan 30 14:30:12.288 &‘t app;lcable
Pl §\\}
Join phase statistics n\H){gast AP message decryption failure details
= JOIH PEEIESES PE R W o e imriar oo mr i o mr o m 4 R “~ "_ Reason for last message decryption failure.....aveeaas
— Successful join responses S€0OL.....:c:recscmamemnsnn=s O'G' = Not applicable
— Unsuccessful join request pProcesSSing. ...:c-ceaeeneanss /$ "~
— BReason for last unsuccessful join attempt.......... . \LFP/ Last AP disconnect details
Certificate payload in join request contains 11?&11 i — BReason for last AP connection failure........c.caveeess
cerctificate g Not applicable

— Time at last successful join attempt
NHot applicable

— Time at last unsuccessful join attempt.
Mar 06 19:19:03.345

Last join error summary

I B i St R ¥ i ) i 4 RO el l e O - o o RS S S
Failed to send Lvapp discovery response

— Reason for error that occured last...cerssrssenncnsans
Discovery request received on unsopported VLAN

— Time at which the last join error occurred. ....c.e..s.
Jan 30 14:30:12:288

Which statement about the join process of the access point is true?
A. The time on the controller is outside of the certificates validity time interval, so the join phase failed.
B. The AP moved from this controller to its primary controller.

C. The controller rejected most of the discovery requests from the AP because they were not received on the
management interface subnet. The AP failed to join the controller.

D. The AP successfully joined the controller.
E. The AP failed to join because the self-signed certificate of the AP on the controller was not correct.

Correct Answer: C

QUESTION 2

Clients are failing EAP authentication. A debug shows that an EAP handshake started and the clients are then de-
authenticated. Which two issues can cause this problem? (Choose two.)

A. The clients are configured for machine authentication, but the RADIUS server is configured for user authentication.
B. The WLC has not been added to the RADIUS server as a client.

C. The WLC certificate has changed.

D. The shared secret of the WLC and RADIUS server do not match.

E. The WLAN is not configured for the correct EAP supplicant type.
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Correct Answer: BE

QUESTION 3

An engineer is creating a custom rogue classification rule directly on a controller. Which two conditions are possible
when adding a custom rule to a controller? (Choose two.)

A. internal

B. ad hoc

C. client-count

D. duration

E. WLAN

F. open authentication

Correct Answer:. AD

QUESTION 4

An engineer ran the debug packet logging enable all command, but only 25 packets are shown and none from the client
the engineer wants to see. Which command helps find data that is specific to the client?

A. debug packet logging enable rx

B. debug packet logging acl lwapp-ip
C. debug packet logging enable format
D. debug packet logging acl ip

Correct Answer: B

QUESTION 5

An engineer has run the debug dhcp packet enable command on the wireless LAN controller CLI. Which field contains
the IP address offered to the client?

A. siaddr
B. ciaddr
C. viaddr
D. giaddr

Correct Answer: C
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