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QUESTION 1

Refer to the exhibit. A security analyst notices unusual connections while monitoring traffic. What is the attack vector,
and which action should be taken to prevent this type of event? 

A. DNS spoofing; encrypt communication protocols 

B. SYN flooding, block malicious packets 

C. ARP spoofing; configure port security 

D. MAC flooding; assign static entries 

Correct Answer: C 

 

QUESTION 2

Refer to the exhibit. Which encoding technique is represented by this HEX string? 

A. Unicode 

B. Binary 

C. Base64 

D. Charcode 

Correct Answer: B 

Reference: https://www.suse.com/c/making-sense-hexdump/ 
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QUESTION 3

Refer to the exhibit. A network engineer is analyzing a Wireshark file to determine the HTTP request that caused the
initial Ursnif banking Trojan binary to download. Which filter did the engineer apply to sort the Wireshark traffic logs? 

A. http.request.un matches 

B. tls.handshake.type ==1 

C. tcp.port eq 25 

D. tcp.window_size ==0 

Correct Answer: B 

Reference: 

https://www.malware-traffic-analysis.net/2018/11/08/index.html 

https://unit42.paloaltonetworks.com/wireshark-tutorial-examining-ursnif-infections/ 

 

QUESTION 4

A security team receives reports of multiple files causing suspicious activity on users\\' workstations. The file attempted
to access highly confidential information in a centralized file server. Which two actions should be taken by a security
analyst to evaluate the file in a sandbox? (Choose two.) 
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A. Inspect registry entries 

B. Inspect processes. 

C. Inspect file hash. 

D. Inspect file type. 

E. Inspect PE header. 

Correct Answer: BC 

Reference: https://medium.com/@Flying_glasses/top-5-ways-to-detect-malicious-file-manually-d02744f7c43a 

 

QUESTION 5

Refer to the exhibit. What do these artifacts indicate? 

A. An executable file is requesting an application download. 

B. A malicious file is redirecting users to different domains. 

C. The MD5 of a file is identified as a virus and is being blocked. 

D. A forged DNS request is forwarding users to malicious websites. 

Correct Answer: A 
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