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QUESTION 1

During initial configuration, the Cisco ASA can be configured to drop all traffic if the ASA CX SSP fails by using which
command in a policy-map?

A. cxsc fail

B. cxsc fail-close
C. cxsc fail-open
D. cxssp fail-close

Correct Answer: B

QUESTION 2

Which cloud-based malware detection engine uses machine-learning detection techniques in the Cisco Advanced
Malware Protection cloud?

A. third-party detections
B. Spero

C. Ethos

D. Memcache

Correct Answer: B

QUESTION 3

An ASA with an IPS module must be configured to drop traffic matching IPS signatures and block all traffic if the module
fails. Which describes the correct configuration?

A. Inline Mode, Permit Traffic
B. Inline Mode, Close Traffic
C. Promiscuous Mode, Permit Traffic
D. Promiscuous Mode, Close Traffic

Correct Answer: B

QUESTION 4

A Cisco AnyConnect user profile can be pushed to the PC of a remote user from a Cisco ASA. Which three user profile
parameters are configurable? (Choose three.)
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A. Backup Server list

B. DTLS Override

C. Auto Reconnect

D. Simultaneous Tunnels
E. Connection Profile Lock
F. Auto Update

Correct Answer: ACF

QUESTION 5

The Web Cache Communication Protocol (WCCP) is a content-routing protocol that can facilitate the redirection of
traffic flows in real time. Your organization has deployed WCCP to redirect web traffic that traverses their Cisco
Adaptive Security Appliances (ASAs) to their Cisco Web Security Appliances (WSAS).

The simulator will provide access to the graphical user interfaces of one Cisco ASA and one Cisco WSA that are
participating in a WCCP service. Not all aspects of the GUIs are implemented in the simulator. The options that have
been implemented are sufficient to determine the best answer to each of the questions that are presented.

Your task is to examine the details available in the simulated graphical user interfaces and select the best answer.
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Between the Cisco ASA configuration and the Cisco WSA configuration, what is true with respect to redirected ports?

A. Both are configured for port 80 only.

B. Both are configured for port 443 only.
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C. Both are configured for both port 80 and 443.

D. Both are configured for ports 80, 443 and 3128.

E. There is a configuration mismatch on redirected ports.
Correct Answer: C

This can be seen from the WSA Network tab shown below:

WSA-Network-WccepService

% Dynamic service ID; 10 |0-255

Port numbers: |3|;| A43

{up 0 8 port numbers, separ. e oommas)
{* Redirect based on d

"  Redirect based e port (return path)
For I & u-.. 0 efine two serwices, one based on destination

She ber based on sowrce port (return path),

;;Iance based on server address
O

Laad balance based an client address

-

@ Applies only if more than one Web Secunity Appliance is in use.
s gy O
Router [P Addresses: 10.10.1@
¢

muttiols entries with line breaks or cormmas,

Router Securit Enable Security for Service

Password: I.......

The password must be between 1 and 7 characters fong.

Confirmn Password: |....... |

b Advanced: | Optional settings for custamizing the behaviar of the WCCP w2 Rauter.
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