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QUESTION 1

Which statement about Cisco ASA multicast routing support is true? 

A. The Cisco ASA appliance supports PIM dense mode, sparse mode, and BIDIR-PIM. 

B. The Cisco ASA appliance supports only stub multicast routing by forwarding IGMP messages from multicast
receivers to the upstream multicast router. 

C. The Cisco ASA appliance supports DVMRP and PIM. 

D. The Cisco ASA appliance supports either stub multicast routing or PIM, but both cannot be enabled at the same
time. 

E. The Cisco ASA appliance supports only IGMP v1. 

Correct Answer: D 

 

QUESTION 2

Which protocols can be specified in a Snort rule header for analysis? 

A. TCP, UDP, ICMP, and IP 

B. TCP, UDP, and IP 

C. TCP, UDP, and ICMP 

D. TCP, UDP, ICMP, IP, and ESP 

E. TCP and UDP 

Correct Answer: A 

 

QUESTION 3

Which three access control actions permit traffic to pass through the device when using Cisco FirePOWER? (Choose
three.) 

A. pass 

B. trust 

C. monitor 

D. allow 

E. permit 

F. inspect 
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Correct Answer: BCD 

http://www.cisco.com/c/en/us/td/docs/security/firesight/541/user-guide/FireSIGHT-System-UserGuide-v5401/AC-Rules-
Tuning-Overview.html 

 

QUESTION 4

An engineer manages a Cisco Intrusion Prevention System via IME. A new user must be able to tune signatures, but
must not be able to create new users. Which role for the new user is correct? 

A. viewer 

B. service 

C. operator 

D. administrator 

Correct Answer: C 

http://www.cisco.com/c/en/us/td/docs/security/ips/7- 0/command/reference/cmdref/crIntro.html 

 

QUESTION 5

An ASA with an IPS module must be configured to drop traffic matching IPS signatures and block all traffic if the module
fails. Which describes the correct configuration? 

A. Inline Mode, Permit Traffic 

B. Inline Mode, Close Traffic 

C. Promiscuous Mode, Permit Traffic 

D. Promiscuous Mode, Close Traffic 

Correct Answer: B 
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