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QUESTION 1

A network is configured to allow clientless access to resources inside the network. Which feature must be enabled and
configured to allow SSH applications to respond on the specified port 88897

A. auto applet download
B. port forwarding

C. web-type ACL

D. HTTP proxy

Correct Answer: B

QUESTION 2

Scenario:

You are the senior network security administrator for your organization. Recently and junior
engineer configured a site-to-site IPsec VPN connection between your headquarters Cisco
ASA and a remote branch office.

You are now tasked with verifying the IKEvl IPsec installation to ensure it was properly
configured according to designated parameters. Using the CLI on both the Cisco ASA and
branch ISR, verify the IPsec configuration is properly configured between the two sites.
NOTE: the show running-config command cannot be used for this exercise.

Topology:
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What is being used as the authentication method on Die branch ISR?
A. Certificates B. Pre-shared keys

C. RSA public keys

D. Diffie-Hellman Group 2

Correct Answer: D

QUESTION 3

What are two benefits of using DTLS when implementing a Cisco AnyConnect SSL VPN on a Cisco ASA or router ?
(Choose two)

A. has enhanced dead peer detection

B. Provides latency avoidance

C. establishes two simultaneous tunnels

D. provides greater security and integrity of the tunnel
E. uses TLS Only for the tunnel

Correct Answer: AB
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QUESTION 4

Which functionality is provided by L2TPv3 over FlexVPN?

A. the extension of a Layer 2 domain across the FlexVPN

B. the extension of a Layer 3 domain across the FlexVPN

C. secure communication between servers on the FlexVPN

D. a secure backdoor for remote access users through the FlexVPN

Correct Answer: A

QUESTION 5

Which technology must be installed on the client computer to enable users to launch applications from a Clientless SSL
VPN?

A. Java

B. QuickTime plug-in
C. Silverlight

D. Flash

Correct Answer: A
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