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QUESTION 1

Cisco AnyConnect VPN user receives this message every 30 mins. Secure VPN connection terminated locally by the
client. Reason 428: Maximum connection Lifetime Exceeded

A. ASA(config)# clear crypto isakmp sa

B. ASA(config)# clear crypto ipsec sa

C. ASA(config)# isakmp policy 1 lifetime 1800
D. ASA(config)# isakmp policy 1 lifetime O

Correct Answer: D

QUESTION 2

Consider this scenario. When users attempt to connect via a Cisco AnyConnect VPN session, the certificate has
changed and the connection fails. What is a possible cause of the connection failure?

A. An invalid modulus was used to generate the initial key.
B. The VPN is using an expired certificate.

C. The Cisco ASA appliance was reloaded.

D. The Trusted Root Store is configured incorrectly.

Correct Answer: C

QUESTION 3

An engineer has configured Cisco AnyConnect VPN using IKEv2 on a Cisco I1SO router. The user cannot connect in the
Cisco AnyConnect client, but receives an alert message "Use a browser to gain access." Which action does the
engineer take to eliminate this issue?

A. Reset user login credentials.

B. Disable the HTTP server.

C. Correct the URL address.

D. Connect using HTTPS.

Correct Answer: B

http://www.cisco.com/c/en/us/support/docs/security/flexvpn/115755-flexvpn-ike-eap-00.html

QUESTION 4
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Which Cisco ASA configuration is used to configure the TCP intercept feature?
A.aTCP map

B. an access list

C. the established command

D. the set connection command with the embryonic-conn-max option

E. a type inspect policy map

Correct Answer: D

QUESTION 5

A customer requests a VPN solution to support multicast traffic and connectivity with non-Cisco devices. What VPN
solution would meet the customer requirements?

A. GET VPN
B. EZ VPN

C. Flex VPN
D. L2L VPN

Correct Answer: C
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