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QUESTION 1

Which two option, are benefits of AES compared to 3DES? (Choose two.) 

A. switches encryption keys every 32 GB of data transfer 

B. faster encryption 

C. shorter encryption keys 

D. longer encryption block length 

E. repeating encryption keys 

Correct Answer: BD 

 

QUESTION 2

Which two statements are true when designing a SSL VPN solution using Cisco AnyConnect? (Choose two.) 

A. The VPN server must have a self-signed certificate. 

B. A SSL group pre-shared key must be configured on the server. 

C. Server side certificate is optional if using AAA for client authentication. 

D. The VPN IP address pool can overlap with the rest of the LAN networks. 

E. DTLS can be enabled for better performance. 

Correct Answer: DE 

 

QUESTION 3

By default, how does a Cisco ASA appliance process IP fragments? 

A. Each fragment passes through the Cisco ASA appliance without any inspections. 

B. Each fragment is blocked by the Cisco ASA appliance. 

C. The Cisco ASA appliance verifies each fragment and performs virtual IP re-assembly before the full IP packet is
forwarded out. 

D. The Cisco ASA appliance forwards the packet out as soon as all of the fragments of the packet have been received. 

Correct Answer: C 

 

QUESTION 4
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What is a functional difference between IKEV1 and IKEV2 on a router? 

A. HSRP 

B. RRI 

C. DPD 

D. Stateful Failover 

Correct Answer: C 

Reference: https://www.cisco.com/en/US/docs/ios-
xml/ios/sec_conn_ikevpn/configuration/15-1mt/Configuring_Internet_Key_Exchange_Version_2.html 

 

QUESTION 5

Which Cisco adaptive security appliance command can be used to view the count of all active VPN sessions? 

A. show vpn-sessiondb summary 

B. show crypto ikev1 sa 

C. show vpn-sessiondb ratio encryption 

D. show iskamp sa detail 

E. show crypto protocol statistics all 

Correct Answer: A 
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