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QUESTION 1

An engineer is troubleshooting DMVPN and has entered the show crypto isakmp sa command. What can be verified
with the output of this command?

A. NHRP registration is complete

B. the mGRE tunnel key matches the remote peer

C. per-Qos policies have been applied

D. IKE connectivity to branch offices has been established

Correct Answer: D

QUESTION 2

Refer to the exhibit. Which technology does this configuration demonstrate?
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interface GigabitEthernet0/0
nameif outside
security-level 0O
ip address 192 .160.1.1 255L.255.255.0
ipvt address 2001:db8:100::1/64
!
group-policy DfltGrpPolicy attributes ,HEQb
dns-server value 10.48.66.195 <Q}}
vpn-tunnel-protocol ikev2 ssl-client - D
gateway-fgdn value asa.cisco.com (iTFT"
address-pools value pool4d @
ipve-address-pools value poolé ghégiE(>
webvpn o
anyconnecst profiles walue VEN type, 11% '
! {’ﬁ“x&k

l" };&f\\}
<?xml] version="1.0" encoding=" BT

<AnyConnectProfile xmlns= “p:].;;j;‘géjﬂ schemas .xmlsoap .org/encoding/"
xmlns:xsi="http: //waw. | 2001 /XMLSchema—instance"
¥xs5i:schemalLocation=" schemas .xmlsoap.org/encoding/

AnyConnectProfile.xsd
‘{ClLEﬂtInltlallZﬁ

w~u

<IPProtocolSs £}IPVE IPv4</IPProtocolSupport>

{161ientldi£§mflzatlon}

{EE“VEEL
<HostEntry>
~“HostName>VEPN< /HostName>
<HostAddressrasa.cisco.com</HostRddress> </HostEntry>
</BerverList>
</AnyConnectProfile>

A. AnyConnect SSL over IPv4+IPv6

B. AnyConnect FlexVPN over IPv4+IPv6

C. AnyConnect FlexVPN IPv6 over IPv4

D. AnyConnect SSL IPv6 over IPv4

Correct Answer: B

FlexVPN use IPSec/IKEv2, SSL use TLS "vpn-tunnel-protocol ikev2 ssl-client\\' is part of FlexVPN configuration ...the

configuration for SSL would be "vpn-tunnel-protocol ssl-client"
http://www.cisco.com/c/en/us/support/docs/security/anyconnect-secure-mobility-client/115735-acssl-ipconfig-00.html
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QUESTION 3

Which command configures IKEv2 symmetric identity authentication?
A. match identity remote address 0.0.0.0

B. authentication local pre-share

C. authentication pre-share

D. authentication remote rsa-sig

Correct Answer: D

QUESTION 4

Which statement about CRL configuration is correct?

A. CRL checking is enabled by default.

B. The Cisco ASA relies on HTTPS access to procure the CRL list.

C. The Cisco ASA relies on LDAP access to procure the CRL list.

D. The Cisco Secure ACS can be configured as the CRL server.

Correct Answer: C

ASA SSLVPN deployment guide:

The security appliance supports various authentication methods: RSA one-time passwords, Radius,

Kerberos, LDAP, NT Domain, TACACS, Local/lnternal, digital certificates, and a combination of both authentication and
certificates.

QUESTION 5

Witch option is an advantage of using elliptic curve cryptography?
A. Efficiency of operation

B. Ease of implementation

C. symmetrical key exchange

D. resistance to quantum attacks.

Correct Answer: A
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