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QUESTION 1

Which two options are valid for configuring IEEE 802.1AE MACSec between switches in a TrustSec network? (Choose
two.)

A. manually on links between supported switches

B. in the Cisco Identity Services Engine

C. in the global configuration of a TrustSec non-seed switch
D. dynamically on links between supported switches

E. in the Cisco Secure Access Control System

F. in the global configuration of a TrustSec seed switch

Correct Answer: AD

QUESTION 2

Which statement about the Cisco ISE BYOD feature is true?
A. Use of SCEP/CA is optional.

B. BYOD works only on wireless access.

C. Cisco ISE needs to integrate with MDM to support BYOD.
D. Only mobile endpoints are supported.

Correct Answer: A

QUESTION 3

The switch 2960-x the below configuration: (sw-if)# switchport mode access (sw-if)# authentication port-control auto (sw-
if)# dotlx pae authenticator After you connected unmanaged switch to the port dotlx failed, what is the problem ?

A. missing command "mab"

B. there is no Bpdu in the port

C. eapol packet not erceived in the port

D. missing command "authentication host-mode multi-host" E. missing command "authentication host-mode multi-auth

Correct Answer: A
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QUESTION 4

Which functionality does the Cisco ISE self-provisioning flow provide?

A. It provides support for native supplicants, allowing users to connect devices directly to the network.
B. It provides the My Devices portal, allowing users to add devices to the network.

C. It provides support for users to install the Cisco NAC agent on enterprise devices.

D. It provides self-registration functionality to allow guest users to access the network.

Correct Answer: A

QUESTION 5

You are finding that the 802.1X-configured ports are going into the error-disable state. Which command will show you
the reason why the port is in the error-disable state, and which command will automatically be re-enabled after a
specific amount of time? (Choose two.)

A. show error-disable status

B. show error-disable recovery

C. show error-disable flap-status

D. error-disable recovery cause security-violation

E. error-disable recovery cause dotlx

F. error-disable recovery cause I12ptguard

Correct Answer: BD
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