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QUESTION 1

Hacker is intercepting CDP packets in the network. Which info he can get from captured CDP packets? (Choose three)
A. Hardware Platform

B. Device ID

C. Name of security context

D. Routing protocol autonomous system number

E. VTP Domain

F. Interface statistics

Correct Answer: ABE

Some of key information: Cisco IOS version running on Cisco devices, Hardware platform of devices, IP addresses of

interfaces on devices, Locally connected devices advertising Cisco Discovery Protocol, Interfaces active on Cisco
devices including encapsulation type, Hostname, Duplex setting, VLAN Trunking Protocol (VTP) domain, Native VLAN

QUESTION 2

What is the correct statement about Cisco ASA operation mode?

A. ASA in routed mode will be not seen as new hop from the network

B. ASA operated on transparent mode will be seen as new hop from the network
C. The running configuration in ASA will be removed if operating mode is changed
D. Transparent mode doesn\\'t support failover

Correct Answer: C

QUESTION 3

Which characteristic of community ports in a PVLAN is true?

A. can communicate with isolated ports

B. cannot communicate with other community ports in the same community.
C. can communicate with promiscuous ports

D. are separated at Layer 3 from all other ports

Correct Answer: C
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QUESTION 4

Which two keying mechanisms are available within MACsec? (Choose two)
A. MKA

B. SAP

C. GDOI

D. IKE

E. Diffie-hellman

Correct Answer: AD

QUESTION 5

With what commands you can configure unified access-list on ASA CLI? (Choose two)

A. access-list

B. ipv6 access-list

C. ipv6 access-list website

D. object-group network

E. object network

Correct Answer: AD

ACLs now support IPv4 and IPv6 addresses. You can even specify a mix of IPv4 and IPv6 addresses for the source and
destination. The any keyword was changed to represent IPv4 and IPv6 traffic. The any4 and any6 keywords were

added

to represent IPv4-only and IPv6-only traffic, respectively. The IPv6-specific ACLs are deprecated. Existing IPv6 ; are
migrated to extended ACLs. See the release notes for more information about migration.

We modified the following commands: access-list extended , access-list webtype.
We removed the following commands: ipv6 access-list, ipv6 access-list webtype, ipv6-vpn-filter.

Network object groups can contain multiple network objects as well as inline networks. Network object groups can
support a mix of both IPv4 and IPv6 addresses.

You cannot use a mixed IPv4 and IPv6 object group for NAT, or object groups that include FQDN objects.
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