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QUESTION 1

Instructions 

This task does not require device configuration. 

Click Cisco Nexus 5548 to gain console access. No console or enable passwords are required. 

To access the multiple-choice questions, click the numbered boxes on the left of the top panel. 

There are four multiple-choice questions with this task. 

Scenario 

Customer is deploying Cisco Nexus 5548 switch with FCoE in their new data center, as shown in the topology diagram.
ClickNexus 5548 icon to run show commands and answer the questions. 
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What is the status of FCoE license on Cisco Nexus 5548 switch? 

A. FCoE license is not installed 

B. FCoE license is installed, but it is expired 

C. FCoE license is installed and status is enabled 

D. FCoE license does not need to be installed because it is part of ENTERPRISE_PKG 

Correct Answer: C 

 

 

QUESTION 2

In the dynamic vNIC creation wizard, why are choices for Protection important? 

A. They allow reserve vNICs to be allocated out of the spares pool. 

B. They enable hardware-based failover. 

C. They select the primary fabric association for dynamic vNICs. 

D. They allow dynamic vNICs to be reserved for fabric failover. 

Correct Answer: C 

Number of Dynamic vNICs - This is the number of vNICs that will be available for dynamic assignment to VMs.
Remember that the VIC has a limit to the number of vNICs that it can support and this is based on the number of uplinks
between the IOM and the FI. At least this is the case with the 2104 IOM and the M81KR VIC, which supports ((# IOM
Links * 15) ?2)). Also remember that your ESXi server will already have a number of vNICs used for other traffic such as
Mgmt, vMotion, storage, etc, and that these count against the limit. 

Adapter Policy - This determines the vNIC adapter config (HW queue config, TCP offload, etc) and you must select
VMWarePassThru to support VM-FEX in High Performance mode. 

Protection - This determines the initial placement of the vNICs, either all of them are placed on fabric A or Fabric B or
they are alternated between the two fabrics if you just select the "Protected" option. Failover is always enabled on these
vNICs and there is no way to disable the protection. 

 

QUESTION 3

Which situation must you consider when you add a remote RADIUS server to a Cisco Nexus device? 

A. If RADIUS authentication fails, the device falls back to local authentication automatically. 

B. If RADIUS authentication fails, the user is denied access with no further authentication checks. 

C. If the RADIUS server is unreachable, users are unable to log in. 

D. If the RADIUS server is unreachable, all users are given access with the default role. 
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Correct Answer: B 

 

QUESTION 4

Your customer wants to use distinct security policies for different departments. What must be configured? 

A. distinct VLAN for each department 

B. separate ACL group for each department 

C. unique firewall context for each department 

D. individual security level for each department 

Correct Answer: C 

 

QUESTION 5

Which task is required when configuring Cisco TrustSec MACsec? 

A. Provide the device ID of the peer to the supplicant 

B. Enable the 802.1x feature. 

C. Provide the key used for the SA protocol to the supplicant. 

D. Configure replay protection 

Correct Answer: B 

Reference: https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/security/configuration/guide/b_Cisco_N
exus_7000_NX-OS_Security_Configuration_Guide__Release_7-x/b_Cisco_Nexus_7000_NX-
OS_Security_Configuration_Guide__Release_7-x_chapter_011011.html#con_1220873 
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