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QUESTION 1

How is a Tanzu Kubernetes cluster deployed in a VMware Cloud environment? 

A. Using the VMware Cloud Console 

B. Using VMware Tanzu Mission Control 

C. Using the standard open-source kubectl 

D. Using the vSphere Plugln for kubectl 

Correct Answer: A 

Tanzu Kubernetes clusters can be deployed in a VMware Cloud environment using the VMware Cloud Console. The
VMware Cloud Console provides a user-friendly interface that allows users to quickly deploy and manage Tanzu
Kubernetes clusters. The standard open-source kubectl can also be used to deploy Tanzu Kubernetes clusters.
However, this requires a more in-depth knowledge of the kubectl command-line interface. Additionally, users can use
the vSphere Plugin for kubectl to deploy and manage Tanzu Kubernetes clusters. This plugin provides a graphical user
interface to manage the clusters, as well as additional features such as the ability to make cluster-level changes 

 

QUESTION 2

A cloud administrator is using VMware HCX to migrate application workloads between an on-premises data center and
a VMware Public Cloud (UI!) capability of VMware HCX is being used to extend a number of on-premises network
segments into the cloud to avoid IP re-addressing concerns. When the cloud administrator tries to extend a native layer
2 network segment from the cloud back into the on-premises data center. an error is encountered and the extension
fails. What should the administrator do to enable network extension from the cloud side to on-premises in this scenario? 

A. Enable reverse L2E in the advanced configuration menu of HCX. Make the appropriate change and re-deploy the
HCX Service Mesh. 

B. Ensure that the on-premises environment that has at minimum a VMware vSphere Distributed Switch with version 6.5
configured. 

C. Install VMware NSXT into the on-prerinse data center. 

D. Enable reverse L2E in the advanced configuration menu of HCX. Make the appropriate change, re-deploy the on-
premise HCX Manager and re-pair the sites together. 

Correct Answer: B 

The best solution for enabling network extension from the cloud side to the on-premises data center in this scenario is to
ensure that the on-premises environment has at least a VMware vSphere Distributed Switch with version 6.5 configured.
This will enable the reverse L2E feature, which is necessary for extending the native layer 2 network segment from the
cloud back into the on-premises data center. For more information on how to configure reverse L2E and extend a
network segment from the cloud to the on-premises data center, please refer to the official VMware documentation
here. 

 

QUESTION 3
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Which VMware Cloud tool would an administrator use to forward all the monitored traffic to a network appliance for
analysis and remediation? 

A. vRealize Log Insight 

B. Traceflow 

C. Port mirroring 

D. IPFIX 

Correct Answer: C 

Port mirroring is a VMware Cloud tool that an administrator can use to forward all the monitored traffic to a network
appliance for analysis and remediation. The network appliance can then analyze the mirrored traffic and take the
appropriate 

remedial action. Port mirroring can also be used to identify and troubleshoot network issues, as well as monitor network
activities. 

Port mirroring lets you replicate and redirect all of the traffic coming from a source. The mirrored traffic is sent
encapsulated within a Generic Routing Encapsulation (GRE) tunnel to a collector so that all of the original packet
information is 

preserved while traversing the network to a remote destination. 

Port mirroring is used in the following scenarios: 

Troubleshooting - Analyze the traffic to detect intrusion and debug and diagnose errors on a network. 

Compliance and monitoring - Forward all of the monitored traffic to a network appliance for analysis and remediation. 

Port mirroring includes a source group where the data is monitored and a destination group where the collected data is
copied to. The source group membership criteria require VMs to be grouped based on the workload such as web group
or 

application group. The destination group membership criteria require VMs to be grouped based on IP addresses. Port
mirroring has one enforcement point, where you can apply policy rules to your SDDC environment. 

The traffic direction for port mirroring is Ingress, Egress, or Bi Directional traffic: 

Ingress is the outbound network traffic from the VM to the logical network. Egress is the inbound network traffic from the
logical network to the VM. Bi Directional is the traffic from the VM to the logical network and from the logical network to 

the VM. This is the default option. 

https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-networking-
security/GUID-3268A0D3-89D0-406F-B44F-156DD1A30E00.html 

 

QUESTION 4

A cloud administrator establishes a VPN connection to the VMware Cloud data center but Is unable to access the
VMware Cloud vCenter. Which step can the administrator take to resolve this? 

A. Modify the default vCenter management network to participate in the on-premises IP space. 
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B. Create a segment in the VMware Cloud data center for connection to the vCenter. 

C. Establish a layer 2 connection between the on-premises data center and the VMware Cloud data center. 

D. Create an NSX firewall rule In the VMware Cloud data center allowing access to the vCenter from the on-premises
data center. 

Correct Answer: D 

https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-
ED8B84E8-BF1C-47EE-BB60-8D5741351822.html By default, the management gateway firewall is set to deny all traffic
between the internet and vCenter Server. Verify that the appropriate firewall rules are in place. The administrator can
create an NSX firewall rule in the VMware Cloud data center that allows access to the vCenter from the on-premises
data center. This would allow the VPN connection to connect to the vCenter, allowing the administrator to access and
manage the VMware Cloud environment. 

 

QUESTION 5

What are two Incident management services included in the VMware Cloud on AWS service management process?
(Choose two.) 

A. Email notifications for pending upgrades 

B. Return to service 

C. Severity classification 

D. SDDC upgrades 

E. Workload incident management 

Correct Answer: BC 

Incident and Problem Management: VMware will provide incident and problem management services (e.g., detection,
severity classification, recording, escalation, and return to service) pertaining to availability of the Service Offering.
VMware is responsible for incident and problem management (e.g., detection, severity classification, recording,
escalation, and return to service) pertaining to all virtual machines that you have deployed in your SDDC.
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/support/vmw-cloud-aws-service-description.pdf 
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