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QUESTION 1

A cloud administrator is asked to evaluate a number of disaster recovery solutions for the business. The current on-
premises environment Is built around the latest version of VMware vSphere 7.0. 

The following requirements must be met: 

1. 

Follow an on-demand cloud consumption model 

2. 

Must be a managed offering 

3. 

Deliver a recovery point objective (RPO) of no more than 30 minutes 

4. 

Rapid power-on of recovered virtual machines/ assuming cloud capacity availability 

5. 

Must accommodate for single region failure 

Which solution would meet these requirements? 

A. VMware Cloud Disaster Recovery 

B. VMware Cloud on AWS Stretched Cluster 

C. VMware vSphere Replication 

D. VMware Site Recovery Manager 

Correct Answer: A 

VMware Cloud Disaster Recovery is a managed disaster recovery-as-a- service offering that is built on the latest version
of VMware vSphere 7.0. It provides an on- demand cloud consumption model, allowing administrators to rapidly power-
on recovered virtual machines in the cloud, assuming cloud capacity availability. Additionally, VMware Cloud Disaster
Recovery delivers a recovery point objective (RPO) of no more than 30 minutes, and can accommodate for single
region failure. 

Publishing Applications with VMware Horizon 7 https://vcdx.vmware.com/content/dam/digitalmarketing/vmware/ru/pdf/te
chpaper/vmware-horizon-7-application-publishing.pdf 

VMware Technical Support Guide https://www.vmware.com/pdf/techsupportguide.pdf 

Quick-Start Tutorial for VMware Dynamic Environment Manager ... https://techzone.vmware.com/resource/quick-start-
tutorial-vmware-dynamic-environment-manager 

VMware Cloud Disaster Recovery ----------------------------------------------------- * Protect your workloads running on VMware
Cloud on AWS SDDC using high-frequency snapshots to achieve RPOs as low as 30 minutes. * Availability Zone
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Failure Handling https://docs.vmware.com/en/VMware-Cloud-Disaster-Recovery/services/vmware- cloud-disaster-
recovery/GUID-067EE6DF-80CC-44D2-94E6-D7183A239D9A.html https://docs.vmware.com/en/VMware-Cloud-
Disaster-Recovery/services/rn/vmware-cloud-disaster-recovery-release-notes/index.html 

 

QUESTION 2

As per company policy, all administrator level accounts need to have their password changed on a regular basis. The
cloudadmin@vmc.local account password is changed by an administrator from the vSphere Client. 

Another administrator is using the credentials in the VMware Cloud console and gets an \\'access denied\\' error. 

What could be the problem? 

A. The password change email confirmation has NOT been approved by the organization owner. 

B. The password should only be changed through the VMware Cloud console. 

C. The new password is NOT synchronized with the password that is displayed for the Default vCenter user account. 

D. The password should be changed by escalation of privileges. 

Correct Answer: C 

The problem could be that the new password is not synchronized with the password that is displayed for the Default
vCenter user account. The administrator must make sure that the same password is used in both the vSphere Client
and the VMware Cloud console in order for the user to access the account. Changing the password in one place does
not automatically change it in the other, so this must be done manually. 

 

QUESTION 3

A virtual machine running in VMware Cloud on AWS Is experiencing poor CPU performance. What are two steps the
cloud administrator can take to troubleshoot this issue? (Choose two.) 

A. Physically access the console of the VMware ESXi host where the virtual machine resides and use the command line
to review the logs. 

B. Use the Troubleshooting Workbench in VMware vRealize Operations Cloud to look for potential evidence. 

C. Set the power management policy on the VMware ESXi host to "High Performance." 

D. Log in to the VMware ESXi host using SSH and run \\'esxtop\\' to examine CPU statistics. 

E. Use the VMware vSphere Client to connect to the VMware vCenter which manages the virtual machine and examine
Its performance statistics. 

Correct Answer: BE 

"It is a good idea to periodically monitor the CPU usage of the host. This can be done through the vSphere Client, using
the VMware vRealizeOperations management suite, or by using resxtop. Below we describe how to interpret
resxtop"https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/vmc-aws- performance.pdf Use the VMware
vSphere Client to connect to the VMware vCenter which manages the virtual machine and examine its performance
statistics. You can use charts, alarms, and events to identify CPU bottlenecks or contention. Use the Troubleshooting
Workbench in VMware vRealize Operations Cloud to look for potential evidence. You can use dashboards, alerts,
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metrics, logs, and recommendations to diagnose and resolve CPU performance issues. 

https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/vmc-aws-performance.pdf 

 

QUESTION 4

Which three types of gateways can be found in VMware cloud on AWS (Choose three?) 

A. Distributed Tier-1 

B. Standard Tier-1 

C. Tire-0 

D. Compute Tier-1 

E. Management Tire-1 

F. Management Tire-0 

Correct Answer: ABD 

The three types of gateways that can be found in VMware Cloud on AWS are Option A: Distributed Tier-1, Option B:
Standard Tier-1, and Option D: Compute Tier-1. Distributed Tier-1 gateways are used for secure access between on-
premises networks and the VMware Cloud on AWS SDDC network. Standard Tier-1 gateways are used for secure
access between the VMware Cloud on AWS SDDC network and the public internet. Compute Tier-1 gateways are used
for secure access between the workloads running on the VMware Cloud on AWS SDDC and the public internet. For
more information, please refer to the official VMware documentation on VMware Cloud on AWS Gateways:https://docs.v
mware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws.networking/GUID1F2D1BFC-
F5C7-4534-8B49-39F9D08E7F1A.html 

 

QUESTION 5

A cloud administrator wants to deploy a VMware Cloud software-defined data center (SDDC) ona cloud provider and
requires a consistent 4.5 Gbps bandwidth from applications to communicate from on-premises to the SDDC. Which type
of connection should be used for this type of traffic? 

A. Policy-based virtual private network (VPN) 

B. Private L2 virtual private network (VPN) 

C. Route-based virtual private network (VPN) 

D. Private line 

Correct Answer: C 

The best option for a cloud administrator who wants to deploy a VMware Cloud software-defined data center (SDDC) on
a cloud provider and requires a consistent 4.5 Gbps bandwidth from applications to communicate from on-premises to 

the SDDC is a Route-Based Virtual Private Network (VPN). This type of connection offers enhanced performance [1][2],
flexibility, scalability, and security compared to other options, such as Policy-Based Virtual Private Network (VPN), 
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Private L2 Virtual Private Network (VPN), or Private Line. 

According to the VMware official site, "Route-based VPN enables a secure connection between two or more sites, or
between a site and a mobile user, and provides better performance and scalability than a policy-based VPN. Route-
based 

VPNs are also more secure than policy-based VPNs, because the traffic is encrypted with a unique encryption key for
each tunnel, rather than relying on a shared key for all tunnels. This allows for secure and reliable connections for
devices 

and applications located in different physical locations." [1] 

[1] https://docs.vmware.com/en/VMware-NSX-Data-Center/2.4/com.vmware.nsx.admin.doc/GUID-
D6B7B9E9-E134-4C8A-8F2E-1C60A2FEDC1A.html 
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