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QUESTION 1

An administrator is concerned about the amount of time the IT team takes to create multiple VLANs in a very dynamic
vSphere environment. The environment has these parameters: 

1.

 All virtual networking utilizes vSphere Standard Switches with uplinks to a Cisco Infrastructure 

2.

 Activities require 5-10 VLANs being created or removed every couple of days 

3.

 The IT team has three members 

How can the administrator centralize the virtual networking configuration so the IT team utilizes time more efficiently? 

A. Deploy a vRealize Orchestrator (vRO) appliance. 

B. Create and use a vSphere Distributed Switch (VDS). 

C. Enable and configure Storage I/O Control (SIOC). 

D. Enable and configure vSphere Network I/O Control (NIOC). 

Correct Answer: B 

 

QUESTION 2

An administrator is elevating the security posture of a vSphere environment after a recent data breach. All VMs will be
encrypted as part of this plan. 

Which additional component is required for the encryption? 

A. KMS server 

B. two-factor authentication 

C. encrypted vSphere vMotion 

D. vSAN encryption 

Correct Answer: C 

 

QUESTION 3

A vSphere administrator is working in a high security environment. The administrator wants to ensure unencrypted VMs
can be migrated securely. 
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What should the vSphere administrator use to meet this requirement? 

A. vTPM 

B. UEFI Secure Boot 

C. KMS Server 

D. encrypted vSphere vMotion 

Correct Answer: D 

Reference: https://docs.vmware.com/en/VMware-vSphere/6.7/com.vmware.vsphere.security.doc/GUID6865D84A-
C286-49C4-A4D4-D62145150242.html 

 

QUESTION 4

What is used by a VM for direct access to a LUN? 

A. vSAN 

B. RDM 

C. NVMe 

D. ext3 

Correct Answer: B 

Reference: https://pubs.vmware.com/vsphere-51/index.jsp?topic=%2Fcom.vmware.vsphere.storage.doc% 2FGUID-
D06EC5D3-FCE6-4E07-8967-0D146A12FEA0.html 

 

QUESTION 5

Which vSphere feature is designed to distribute space usage and I/O load across multiple datastores? 

A. Storage Policies 

B. vStorage API for Array Integration 

C. Storage I/O Control 

D. vSphere Storage DRS 

Correct Answer: D 
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