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QUESTION 1

Which action does SONAR take before convicting a process? 

A. quarantines the process 

B. blocks suspicious behavior 

C. reboots the system 

D. checks the reputation of the process 

Correct Answer: D 

 

QUESTION 2

Which two criteria can an administrator use to determine hosts in a host group? (Select two.) 

A. Subnet 

B. Network Services 

C. Application Protocol 

D. DNS Domain 

E. Network Adapters 

Correct Answer: AD 

References: https://support.symantec.com/en_US/article.HOWTO81218.html 

 

QUESTION 3

A Symantec Endpoint Protection (SEP) administrator creates a firewall policy to block FTP traffic and assigns the policy
to all of the SEP clients. The network monitoring team informs the administrator that a client system is making an FTP
connection to a server. While investigating the problem from the SEP client GUI, the administrator notices that there are
zero entries pertaining to FTP traffic in the SEP Traffic log or Packet log. While viewing the Network Activity dialog,
there is zero inbound/outbound traffic for the FTP process. 

What is the most likely reason? 

A. The block rule is below the blue line. 

B. The server has an IPS exception for that traffic. 

C. Peer-to-peer authentication is allowing the traffic. 

D. The server is in the IPS policy excluded hosts list. 

Correct Answer: D 
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QUESTION 4

An organization would like to control the policies that the client uses when connecting over VPN, but wants to use a
different set of policies in the office. How should an administrator implement this? 

A. Create a Location called VPN and a Group called Office. Allow the client to switch to the VPN location when the user
is working remote. 

B. Create a Group called VPN and a Location called Office. Allow the client to switch to the VPN location when the user
is working remote. 

C. Create a Location called VPN and a Location called Office. Allow the client to switch to the VPN location when the
user is working remote. 

D. Create a Group called VPN and a Group called Office. Move the client to the VPN group when the user is working
remotely. 

Correct Answer: A 

 

QUESTION 5

An administrator changes the Virus and Spyware Protection policy for a specific group that disables Auto-Protect. The
administrator assigns the policy and the client systems applies the corresponding policy serial number. Upon visual
inspection of a physical client system, the policy serial number is correct. However, Auto-Protect is still enabled on the
client system. 

Which action should the administrator take to ensure that the desired setting is in place on the client? 

A. Restart the client system 

B. Run a command on the computer to Update Content 

C. Enable the padlock next to the setting in the policy 

D. Withdraw the Virus and Spyware Protection policy 

Correct Answer: C 
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