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QUESTION 1

A technician notices multiple disk errors in the Event Viewer. Which of the following tools would BEST diagnose this
issue?

A. CHKDSK

B. FDISK

C. BOOTREC

D. DISKPART
Correct Answer: A

Reference: http://www.computerhope.com/chkdskh.htm

QUESTION 2

Which of the following areas of a file system should a standard user have restricted permissions to in order to promote a
security best practice? (Select TWO).

A. Temporary Internet Files

B. My Document Files

C. Windows System Files

D. Network Files

E. Program Files

Correct Answer: CE

Windows program files are important for Windows operating system. If these files are deleted, Windows will corrupt.

Similarly program files are related to applications and programs installed on a computer. These are highly sensitive files
because they are related to the functioning of the operating system and the applications installed on it.

QUESTION 3

A security administrator is developing workstation hardening standards. As part of the baseline, the administrator
recommends implementing controls to mitigate risks associated with dictionary attacks. Which of the following would
BEST meet the requirements of the administrator?

A. Account lockout

B. Login time restrictions

C. Mobile tokenization

D. Full-disk encryption
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Correct Answer: A

QUESTION 4

A company that manages its own cloud, while utilizing a third-party vendor to help manage storage, is implementing
which of the following infrastructure types?

A. Hybrid
B. Community
C. Private
D. Public

Correct Answer: A

QUESTION 5

Which of the following will help limit unauthorized access to a mobile device?
A. Remote wipes

B. Screen locks

C. Geotracking

D. Antivirus software

Correct Answer: B
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