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QUESTION 1

A contractor needs to destroy several drives containing confidential information so that they can never be used again.
Which of the following destruction methods would BEST accomplish this task?

A. Overwrite the hard drives.
B. Drill into the hard drives.
C. Degauss the hard drives.
D. Sanitize the hard drives.

Correct Answer: B

QUESTION 2

Which of the following allows a hidden backdoor to be used for access to workstations on the Internet?
A. Firmware

B. Rootkits

C. SQL injection

D. Cross-side scripting

Correct Answer: B

QUESTION 3

A user would like to run a copy of Windows XP for testing; however, the user is currently using a Windows 7 PC. Which
of the following technologies should a technician recommend in order for the user to have access to both systems
simultaneously?

A. Purchase a second PC

B. KVM switch

C. Dual boot

D. Virtualization

Correct Answer: D

QUESTION 4

When connecting a Bluetooth device to a mobile device, which of the following BEST describes the purpose of
discovery mode?
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A. Allows two Bluetooth devices to connect to each other without a mobile device
B. Disconnects all devices and connects to the closest powered on device

C. Allows a peripheral to be contacted by the mobile device

D. Instructs the phone to seek out all nearby devices and connect to them

Correct Answer: C

QUESTION 5

A user has moved into a building and is installing a new wired network. There is existing cabling throughout the building.
The user would like to prevent hardware that they do not own from connecting to the network. Which of the following
actions would BEST prevent outside users from connecting?

A. Enable static IPs

B. Disable DNS

C. Disable local proxy server

D. Enable MAC filtering

Correct Answer: D
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