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QUESTION 1

CORRECT TEXT

Ann, a CEO, has purchased a new consumer-class tablet for personal use, but she is unable to connect it to the
company\\'s wireless network. All the corporate laptops are connecting without issue. She has asked you to assist with
getting the

device online.

INSTRUCTIONS

Review the network diagrams and device configurations to determine the cause of the problem and resolve any
discovered issues.

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.
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A. Check the answer in expalation.

Correct Answer: A
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Graphical user interface, application Click on 802.11 and Select ac

Graphical user interface, application Click on SSID and select CORP
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Graphical user interface, text, application, Teams Click on Frequency and select 5GHz

A picture containing background pattern At Wireless Security Mode, Click on Security Mode

Graphical user interface, text, application Select the WPA2

Graphical user interface, application, Teams Description automatically generated with medium confidence Ann needs to
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connect to the BYOD SSID, using 2.4GHZ. The selected security method chose should be WPA PSK, and the
password should be set to TotallySecret.

 

QUESTION 2

A company discovered that numerous computers from multiple geographic locations are sending a very high number of
connection requests which is causing the company\\'s web server to become unavailable to the general public. Which of
the following attacks is occurring? 

A. Zero day 

B. SOL injection 

C. Cross-site scripting 

D. Distributed denial of service 

Correct Answer: D 

The company is experiencing a distributed denial of service (DDoS) attack. A DDoS attack is a type of cyber attack in
which multiple compromised systems are used to target a single system, causing a denial of service for users of the
targeted system. 

 

QUESTION 3
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A company\\'s assets are scanned annually. Which of the following will most likely help the company gain a holistic view
of asset cost? 

A. Creating a database 

B. Assigning users to assets 

C. Inventorying asset tags 

D. Updating the procurement account owners 

Correct Answer: A 
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QUESTION 4

A technician suspects a rootkit has been installed and needs to be removed. Which of the following would BEST resolve
the issue? 

A. Application updates 

B. Anti-malware software 

C. OS reinstallation 

D. File restore 

Correct Answer: C 

If a rootkit has caused a deep infection, then the only way to remove the rootkit is to reinstall the operating system. This
is because rootkits are designed to be difficult to detect and remove, and they can hide in the operating system\\'s
kernel, making it difficult to remove them without reinstalling the operating system https://www.minitool.com/backup-
tips/how-to-get-rid-of-rootkit-windows-10.html 

 

QUESTION 5

A client wants a technician to set up a proxy server in a branch office to manage internet access. This involves
configuring the workstations to use the new proxy server. Which of the following Internet Options tabs in Control Panel
would be most appropriate for the technician to use to configure the settings? 

A. Privacy 

B. Advanced 

C. Content 

D. Connections 

E. Security 

Correct Answer: D 

The Connections tab in Internet Options allows the technician to configure the proxy server settings for the workstations.
The technician can enter the proxy server address and port number, and specify which websites to bypass the proxy
server for. The other tabs are not relevant for configuring the proxy server settings. References: CompTIA A+
Certification ore 2 Objectives, page 9, section 1.7; CompTIA A+ Core 2 (220- 1102) Certification Study Guide, page
140, section 1.7. 
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