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QUESTION 1

In which of the steps of NIST\\'s risk assessment methodology are the boundary of the IT system, along with the
resources and the information that constitute the system identified? 

A. Likelihood Determination 

B. Control recommendation 

C. System characterization 

D. Control analysis 

Correct Answer: C 

 

QUESTION 2

Incidents such as DDoS that should be handled immediately may be considered as: 

A. Level One incident 

B. Level Two incident 

C. Level Three incident 

D. Level Four incident 

Correct Answer: C 

 

QUESTION 3

An incident recovery plan is a statement of actions that should be taken before, during or after an incident. Identify
which of the following is NOT an objective of the incident recovery plan? 

A. Creating new business processes to maintain profitability after incident 

B. Providing a standard for testing the recovery plan 

C. Avoiding the legal liabilities arising due to incident 

D. Providing assurance that systems are reliable 

Correct Answer: A 

 

QUESTION 4

Changing the web server contents, Accessing the workstation using a false ID and Copying sensitive data without
authorization are examples of: 
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A. DDoS attacks 

B. Unauthorized access attacks 

C. Malware attacks 

D. Social Engineering attacks 

Correct Answer: B 

 

QUESTION 5

Incident Response Plan requires 

A. Financial and Management support 

B. Expert team composition 

C. Resources 

D. All the above 

Correct Answer: D 
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