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QUESTION 1

Which of the following is NOT one of the techniques used to respond to insider threats:
A. Placing malicious users in quarantine network, so that attack cannot be spread

B. Preventing malicious users from accessing unclassified information

C. Disabling the computer systems from network connection

D. Blocking malicious user accounts

Correct Answer: B

QUESTION 2

An organization faced an information security incident where a disgruntled employee passed sensitive access control
information to a competitor. The organization\\'s incident response manager, upon investigation, found that the incident
must be handled within a few hours on the same day to maintain business continuity and market competitiveness. How
would you categorize such information security incident?

A. High level incident

B. Middle level incident

C. Ultra-High level incident

D. Low level incident

Correct Answer: B

QUESTION 3

Quantitative risk is the numerical determination of the probability of an adverse event and the extent of the losses due to
the event. Quantitative risk is calculated as:

A. (Probability of Loss) X (Loss)
B. (Loss) / (Probability of Loss)
C. (Probability of Loss) / (Loss)
D. Significant Risks X Probability of Loss X Loss

Correct Answer: A

QUESTION 4
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Identify a standard national process which establishes a set of activities, general tasks and a management structure to
certify and accredit systems that will maintain the information assurance (IA) and security posture of a system or site.

A. NIASAP
B. NIAAAP
C. NIPACP
D. NIACAP

Correct Answer: D

QUESTION 5

Which of the following terms may be defined as "a measure of possible inability to achieve a goal, objective, or target
within a defined security, cost plan and technical limitations that adversely affects the organization\\'s operation and
revenues?

A. Risk

B. Vulnerability

C. Threat

D. Incident Response

Correct Answer: A
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