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QUESTION 1

Authorized users with privileged access who misuse the corporate informational assets and directly affects the
confidentiality, integrity, and availability of the assets are known as:

A. Outsider threats
B. Social Engineers
C. Insider threats
D. Zombies

Correct Answer: C

QUESTION 2

The role that applies appropriate technology and tries to eradicate and recover from the incident is known as:
A. Incident Manager

B. Incident Analyst

C. Incident Handler

D. Incident coordinator

Correct Answer: B

QUESTION 3

Incident prioritization must be based on:
A. Potential impact

B. Current damage

C. Criticality of affected systems

D. All the above

Correct Answer: D

QUESTION 4
Which of the following service(s) is provided by the CSIRT:

A. Vulnerability handling
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B. Technology watch
C. Development of security tools
D. All the above

Correct Answer: D

QUESTION 5

Spyware tool used to record malicious user\\'s computer activities and keyboard stokes is called:
A. adware

B. Keylogger

C. Rootkit

D. Firewall

Correct Answer: B
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