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QUESTION 1

The network perimeter should be configured in such a way that it denies all incoming and outgoing traffic/ services that
are not required. Which service listed below, if blocked, can help in preventing Denial of Service attack?

A. SAM service
B. POP3 service
C. SMTP service
D. Echo service

Correct Answer: D

QUESTION 2

A Host is infected by worms that propagates through a vulnerable service; the sign(s) of the presence of the worm
include:

A. Decrease in network usage

B. Established connection attempts targeted at the vulnerable services
C. System becomes instable or crashes

D. All the above

Correct Answer: C

QUESTION 3

Ensuring the integrity, confidentiality and availability of electronic protected health information of a patient is known as:
A. Gramm-Leach-Bliley Act

B. Health Insurance Portability and Privacy Act

C. Social Security Act

D. Sarbanes-Oxley Act

Correct Answer: B

QUESTION 4
Total cost of disruption of an incident is the sum of

A. Tangible and Intangible costs
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B. Tangible cost only
C. Intangible cost only
D. Level Two and Level Three incidents cost

Correct Answer: A

QUESTION 5

The main difference between viruses and worms is:

A. Worms require a host file to propagate while viruses don\\'t

B. Viruses require a host file to propagate while Worms don\\'t

C. Viruses don\\'t require user interaction; they are self-replicating malware
D. Viruses and worms are common names for the same malware

Correct Answer: B
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