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QUESTION 1

Which of the following service(s) is provided by the CSIRT: 

A. Vulnerability handling 

B. Technology watch 

C. Development of security tools 

D. All the above 

Correct Answer: D 

 

QUESTION 2

In a qualitative risk analysis, risk is calculated in terms of: 

A. (Attack Success + Criticality ) ?Countermeasures) 

B. Asset criticality assessment ?(Risks and Associated Risk Levels) 

C. Probability of Loss X Loss 

D. (Countermeasures + Magnitude of Impact) ?(Reports from prior risk assessments) 

Correct Answer: C 

 

QUESTION 3

A Malicious code attack using emails is considered as: 

A. Malware based attack 

B. Email attack 

C. Inappropriate usage incident 

D. Multiple component attack 

Correct Answer: D 

 

QUESTION 4

Except for some common roles, the roles in an IRT are distinct for every organization. Which among the following is the
role played by the Incident Coordinator of an IRT? 

A. Links the appropriate technology to the incident to ensure that the foundation\\'s offices are returned to normal
operations as quickly as possible 
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B. Links the groups that are affected by the incidents, such as legal, human resources, different business areas and
management 

C. Applies the appropriate technology and tries to eradicate and recover from the incident 

D. Focuses on the incident and handles it from management and technical point of view 

Correct Answer: B 

 

QUESTION 5

Digital evidence plays a major role in prosecuting cyber criminals. John is a cyber-crime investigator, is asked to
investigate a child pornography case. The personal computer of the criminal in question was confiscated by the county
police. Which of the following evidence will lead John in his investigation? 

A. SAM file 

B. Web serve log 

C. Routing table list 

D. Web browser history 

Correct Answer: D 
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