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QUESTION 1

Which of the following may be considered as insider threat(s):

A. An employee having no clashes with supervisors and coworkers

B. Disgruntled system administrators

C. An employee who gets an annual 7% salary raise

D. An employee with an insignificant technical literacy and business process knowledge

Correct Answer: B

QUESTION 2

The USB tool (depicted below) that is connected to male USB Keyboard cable and not detected by anti- spyware tools
is most likely called:

A. Software Key Grabber
B. Hardware Keylogger
C. USB adapter

D. Anti-Keylogger

Correct Answer: B

QUESTION 3

Installing a password cracking tool, downloading pornography material, sending emails to colleagues which irritates
them and hosting unauthorized websites on the company\\'s computer are considered:

A. Network based attacks
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B. Unauthorized access attacks
C. Malware attacks
D. Inappropriate usage incidents

Correct Answer: D

QUESTION 4

The correct order or sequence of the Computer Forensic processes is:
A. Preparation, analysis, examination, collection, and reporting

B. Preparation, collection, examination, analysis, and reporting

C. Preparation, examination, collection, analysis, and reporting

D. Preparation, analysis, collection, examination, and reporting

Correct Answer: B

QUESTION 5

A risk mitigation strategy determines the circumstances under which an action has to be taken to minimize and
overcome risks. Identify the risk mitigation strategy that focuses on minimizing the probability of risk and losses by
searching for vulnerabilities in the system and appropriate controls:

A. Risk Assumption

B. Research and acknowledgment

C. Risk limitation

D. Risk absorption

Correct Answer: B
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