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QUESTION 1

Overall Likelihood rating of a Threat to Exploit a Vulnerability is driven by : 

A. Threat-source motivation and capability 

B. Nature of the vulnerability 

C. Existence and effectiveness of the current controls 

D. All the above 

Correct Answer: D 

 

QUESTION 2

A malicious security-breaking code that is disguised as any useful program that installs an executable programs when a
file is opened and allows others to control the victim\\'s system is called: 

A. Trojan 

B. Worm 

C. Virus 

D. RootKit 

Correct Answer: A 

 

QUESTION 3

Organizations or incident response teams need to protect the evidence for any future legal actions that may be taken
against perpetrators that intentionally attacked the computer system. EVIDENCE PROTECTION is also required to
meet legal compliance issues. Which of the following documents helps in protecting evidence from physical or logical
damage: 

A. Network and host log records 

B. Chain-of-Custody 

C. Forensic analysis report 

D. Chain-of-Precedence 

Correct Answer: B 

 

QUESTION 4

Which among the following CERTs is an Internet provider to higher education institutions and various other research
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institutions in the Netherlands and deals with all cases related to computer security incidents in which a customer is
involved either as a victim or as a suspect? 

A. NET-CERT 

B. DFN-CERT 

C. Funet CERT 

D. SURFnet-CERT 

Correct Answer: D 

 

QUESTION 5

Authorized users with privileged access who misuse the corporate informational assets and directly affects the
confidentiality, integrity, and availability of the assets are known as: 

A. Outsider threats 

B. Social Engineers 

C. Insider threats 

D. Zombies 

Correct Answer: C 
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