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QUESTION 1

Policies are designed to protect the organizational resources on the network by establishing the set rules and
procedures. Which of the following policies authorizes a group of users to perform a set of actions on a set of
resources? 

A. Access control policy 

B. Audit trail policy 

C. Logging policy 

D. Documentation policy 

Correct Answer: A 

 

QUESTION 2

Which of the following incidents are reported under CAT -5 federal agency category? 

A. Exercise/ Network Defense Testing 

B. Malicious code 

C. Scans/ probes/ Attempted Access 

D. Denial of Service DoS 

Correct Answer: C 

 

QUESTION 3

The typical correct sequence of activities used by CSIRT when handling a case is: 

A. Log, inform, maintain contacts, release information, follow up and reporting 

B. Log, inform, release information, maintain contacts, follow up and reporting 

C. Log, maintain contacts, inform, release information, follow up and reporting 

D. Log, maintain contacts, release information, inform, follow up and reporting 

Correct Answer: A 

 

QUESTION 4

The policy that defines which set of events needs to be logged in order to capture and review the important data in a
timely manner is known as: 
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A. Audit trail policy 

B. Logging policy 

C. Documentation policy 

D. Evidence Collection policy 

Correct Answer: B 

 

QUESTION 5

An estimation of the expected losses after an incident helps organization in prioritizing and formulating their incident
response. The cost of an incident can be categorized as a tangible and intangible cost. Identify the tangible cost
associated with virus outbreak? 

A. Loss of goodwill 

B. Damage to corporate reputation 

C. Psychological damage 

D. Lost productivity damage 

Correct Answer: D 
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