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QUESTION 1

Ashton is working as a security specialist in SoftEight Tech. He was instructed by the management to strengthen the
Internet access policy. For this purpose, he implemented a type of Internet access policy that forbids everything and
imposes strict restrictions on all company computers, whether it is system or network usage.

Identify the type of Internet access policy implemented by Ashton in the above scenario.

A. Paranoid policy

B. Prudent policy

C. Permissive policy

D. Promiscuous policy

Correct Answer: A

QUESTION 2

Jaden, a network administrator at an organization, used the ping command to check the status of a system connected to
the organization\\'s network. He received an ICMP error message stating that the IP header field contains invalid
information. Jaden examined the ICMP packet and identified that it is an IP parameter problem.

Identify the type of ICMP error message received by Jaden in the above scenario.

A. Type =12
B. Type =8
C.Type=5
D. Type =3

Correct Answer: C

QUESTION 3

Miguel, a professional hacker, targeted an organization to gain illegitimate access to its critical information. He identified
a flaw in the end-point communication that can disclose the target application\\'s data.

Which of the following secure application design principles was not met by the application in the above scenario?
A. Secure the weakest link

B. Do not trust user input

C. Exception handling

D. Fault tolerance
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Correct Answer: C

QUESTION 4

An loT device that has been placed in a hospital for safety measures, it has sent an alert command to the server. The
network traffic has been captured and stored in the Documents folder of the Attacker Machine-1. Analyze the
loTdeviceTraffic.pcapng file and select the appropriate command that was sent by the I0T device over the network.
A. Tempe_Low

B. Low_Tempe

C. Temp_High

D. High_Tempe

Correct Answer: C

QUESTION 5

Leilani, a network specialist at an organization, employed Wireshark for observing network traffic. Leilani navigated to
the Wireshark menu icon that contains items to manipulate, display and apply filters, enable, or disable the dissection of
protocols, and configure user- specified decodes.

Identify the Wireshark menu Leilani has navigated in the above scenario.

A. Statistics

B. Capture

C. Main toolbar

D. Analyze

Correct Answer: B
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