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QUESTION 1

Jaden, a network administrator at an organization, used the ping command to check the status of a system connected to
the organization\\'s network. He received an ICMP error message stating that the IP header field contains invalid
information. Jaden examined the ICMP packet and identified that it is an IP parameter problem. 

Identify the type of ICMP error message received by Jaden in the above scenario. 

A. Type =12 

B. Type = 8 

C. Type = 5 

D. Type = 3 

Correct Answer: A 

Explanation: Type = 12 is the type of ICMP error message received by Jaden in the above scenario. ICMP (Internet
Control Message Protocol) is a protocol that sends error and control messages between network devices. ICMP error
messages are categorized by types and codes, which indicate the cause and nature of the error. Type = 12 is the type
of ICMP error message that indicates an IP parameter problem, which means that the IP header field contains invalid
information . Type = 8 is the type of ICMP message that indicates an echo request, which is used to test the connectivity
and reachability of a destination host. Type = 5 is the type of ICMP error message that indicates a redirect, which
means that a better route to the destination host is available. Type = 3 is the type of ICMP error message that indicates
a destination unreachable, which means that the destination host or network cannot be reached. 

 

QUESTION 2

An loT device placed in a hospital for safety measures has sent an alert to the server. The network traffic has been
captured and stored in the Documents folder of the "Attacker Machine-1". Analyze the loTdeviceTraffic.pcapng file and
identify the command the loT device sent over the network. 

A. Tempe_Low 

B. Low_Tem p e 

C. High_Tcmpe 

D. Temp_High 

Correct Answer: D 

Explanation: The loT device sent the command Temp_High over the network, which indicates that the temperature in
the hospital was above the threshold level. This can be verified by analyzing the loTdeviceTraffic.pcapng file using a
network protocol analyzer tool such as Wireshark4. The command Temp_High can be seen in the data field of the UDP
packet sent from the loT device (192.168.0.10) to the server (192.168.0.1) at 12:00:03. The screenshot below shows the
packet details5: References: Wireshark User\\'s Guide, [loTdeviceTraffic.pcapng] 

 

QUESTION 3
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The incident handling and response (IHandR) team of an organization was handling a recent cyberattack on the
organization\\'s web server. Fernando, a member of the IHandP team, was tasked with eliminating the root cause of the
incident and closing all attack vectors to prevent similar incidents in future. For this purpose. Fernando applied the latest
patches to the web server and installed the latest security mechanisms on it. Identify the IHandR step performed by
Fernando in this scenario. 

A. Notification 

B. Containment 

C. Recovery 

D. Eradication 

Correct Answer: D 

Explanation: Eradication is the IHandR step performed by Fernando in this scenario. Eradication is a step in IHandR
that involves eliminating the root cause of the incident and closing all attack vectors to prevent similar incidents in
future. 

Eradication can include applying patches, installing security mechanisms, removing malware, restoring backups, or
reformatting systems. 

References: [Eradication Step in IHandR] 

 

QUESTION 4

Kasen, a cybersecurity specialist at an organization, was working with the business continuity and disaster recovery
team. The team initiated various business continuity and discovery activities in the organization. In this process, Kasen
established a program to restore both the disaster site and the damaged materials to the pre-disaster levels during an
incident. 

Which of the following business continuity and disaster recovery activities did Kasen perform in the above scenario? 

A. Prevention 

B. Resumption 

C. Response 

D. Recovery 

Correct Answer: D 

Explanation: Recovery is the business continuity and disaster recovery activity that Kasen performed in the above
scenario. Business continuity and disaster recovery (BCDR) is a process that involves planning, preparing, and
implementing various activities to ensure the continuity of critical business functions and the recovery of essential
resources in the event of a disaster or disruption. BCDR activities can be categorized into four phases: prevention,
response, resumption, and recovery . Prevention is the BCDR phase that involves identifying and mitigating potential
risks and threats that can cause a disaster or disruption. Response is the BCDR phase that involves activating the
BCDR plan and executing the immediate actions to protect people, assets, and operations during a disaster or
disruption. Resumption is the BCDR phase that involves restoring the minimum level of services and functions required
to resume normal business operations after a disaster or disruption. Recovery is the BCDR phase that involves
restoring both the disaster site and the damaged materials to the pre-disaster levels during an incident. 
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QUESTION 5

Ayden works from home on his company\\'s laptop. During working hours, he received an antivirus software update
notification on his laptop. Ayden clicked on the update button; however, the system restricted the update and displayed
a message stating that the update could only be performed by authorized personnel. Which of the following PCI-DSS
requirements is demonstrated In this scenario? 

A. PCI-DSS requirement no 53 

B. PCI-DSS requirement no 1.3.1 

C. PCI-DSS requirement no 5.1 

D. PCI-DSS requirement no 1.3.2 

Correct Answer: A 

Explanation: PCI-DSS requirement no 5.3 is the PCI-DSS requirement that is demonstrated in this scenario. PCI-DSS
(Payment Card Industry Data Security Standard) is a set of standards that applies to entities that store, process, or
transmit payment card information, such as merchants, service providers, or payment processors. PCI-DSS requires
them to protect cardholder data from unauthorized access, use, or disclosure. PCI-DSS consists of 12 requirements that
are grouped into six categories: build and maintain a secure network and systems, protect cardholder data, maintain a
vulnerability management program, implement strong access control measures, regularly monitor and test networks,
and maintain an information security policy. PCI-DSS requirement no 5.3 is part of the category "maintain a vulnerability
management program" and states that antivirus mechanisms must be actively running and cannot be disabled or altered
by users, unless specifically authorized by management on a case-by-case basis for a limited time period. In the
scenario, Ayden works from home on his company\\'s laptop. During working hours, he received an antivirus software
update notification on his laptop. Ayden clicked on the update button; however, the system restricted the update and
displayed a message stating that the update could only be performed by authorized personnel. This means that his
company\\'s laptop has an antivirus mechanism that is actively running and cannot be disabled or altered by users,
which demonstrates PCI-DSS requirement no 5.3. 
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