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QUESTION 1

A web application www.movieabc.com was found to be prone to SQL injection attack. You are given a task to exploit the
web application and fetch the user credentials. Select the UID which is mapped to user john in the database table. 

Note: 

Username: sam 

Pass: test 

A. 5 

B. 3 

C. 2 

D. 4 

Correct Answer: D 

 

QUESTION 2

Warren, a member of IHandR team at an organization, was tasked with handling a malware attack launched on one of
servers connected to the organization\\'s network. He immediately implemented appropriate measures to stop the
infection from spreading to other organizational assets and to prevent further damage to the organization. 

Identify the IHandR step performed by Warren in the above scenario. 

A. Containment 

B. Recovery 

C. Eradication 

D. Incident triage 

Correct Answer: A 

 

QUESTION 3

An IoT device that has been placed in a hospital for safety measures, it has sent an alert command to the server. The
network traffic has been captured and stored in the Documents folder of the Attacker Machine-1. Analyze the
loTdeviceTraffic.pcapng file and select the appropriate command that was sent by the IoT device over the network. 

A. Tempe_Low 

B. Low_Tempe 

C. Temp_High 
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D. High_Tempe 

Correct Answer: C 

 

QUESTION 4

Ryleigh, a system administrator, was instructed to perform a full back up of organizational data on a regular basis. For
this purpose, she used a backup technique on a fixed date when the employees are not accessing the system i.e., when
a service-level down time is allowed a full backup is taken. 

Identify the backup technique utilized by Ryleigh in the above scenario. 

A. Nearline backup 

B. Cold backup 

C. Hot backup 

D. Warm backup 

Correct Answer: B 

 

QUESTION 5

The IHandR team in an organization was handling a recent malware attack on one of the hosts connected to the
organization\\'s network. Edwin, a member of the IHandR team, was involved in reinstating lost data from the backup
media. Before performing this step, Edwin ensured that the backup does not have any traces of malware. 

Identify the IHandR step performed by Edwin in the above scenario. 

A. Eradication 

B. Incident containment 

C. Notification 

D. Recovery 

Correct Answer: D 
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