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QUESTION 1

Thomas, an employee of an organization, is restricted to access specific websites from his office system. He is trying to
obtain admin credentials to remove the restrictions. While waiting for an opportunity, he sniffed communication between
the administrator and an application server to retrieve the admin credentials. Identify the type of attack performed by
Thomas in the above scenario. 

A. Vishing 

B. Eavesdropping 

C. Phishing 

D. Dumpster diving 

Correct Answer: B 

 

QUESTION 2

Matias, a network security administrator at an organization, was tasked with the implementation of secure wireless
network encryption for their network. For this purpose, Matias employed a security solution that uses 256-bit
Galois/Counter Mode Protocol (GCMP-256) to maintain the authenticity and confidentiality of data. 

Identify the type of wireless encryption used by the security solution employed by Matias in the above scenario. 

A. WPA2 encryption 

B. WPA3 encryption 

C. WEP encryption 

D. WPA encryption 

Correct Answer: B 

 

QUESTION 3

Paul, a computer user, has shared information with his colleague using an online application. The online application
used by Paul has been incorporated with the latest encryption mechanism. This mechanism encrypts data by using a
sequence of photons that have a spinning trait while traveling from one end to another, and these photons keep
changing their shapes during their course through filters: vertical, horizontal, forward slash, and backslash. 

Identify the encryption mechanism demonstrated in the above scenario. 

A. Quantum cryptography 

B. Homomorphic encryption 

C. Rivest Shamir Adleman encryption 

D. Elliptic curve cryptography 
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Correct Answer: A 

 

QUESTION 4

Lorenzo, a security professional in an MNC, was instructed to establish centralized authentication, authorization, and
accounting for remote-access servers. For this purpose, he implemented a protocol that is based on the client-server
model and works at the transport layer of the OSI model. 

Identify the remote authentication protocol employed by Lorenzo in the above scenario. 

A. SNMPv3 

B. RADIUS 

C. POP3S 

D. IMAPS 

Correct Answer: B 

 

QUESTION 5

Myles, a security professional at an organization, provided laptops for all the employees to carry out the business
processes from remote locations. While installing necessary applications required for the business, Myles has also
installed antivirus software on each laptop following the company\\'s policy to detect and protect the machines from
external malicious events over the Internet. 

Identify the PCI-DSS requirement followed by Myles in the above scenario. 

A. PCI-DSS requirement no 1.3.2 

B. PCI-DSS requirement no 1.3.5 

C. PCI-DSS requirement no 5.1 

D. PCI-DSS requirement no 1.3.1 

Correct Answer: C 
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