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QUESTION 1

Kevin, a professional hacker, wants to penetrate CyberTech Inc.\\'s network. He employed a technique, using which he
encoded packets with Unicode characters. The company\\'s IDS cannot recognize the packet, but the target web server
can decode them.

What is the technique used by Kevin to evade the IDS system?

A. Desynchronization

B. Obfuscating

C. Session splicing

D. Urgency flag

Correct Answer: B

QUESTION 2

A web application www.movieabc.com was found to be prone to SQL injection attack. You are given a task to exploit the
web application and fetch the user credentials. Select the UID which is mapped to user john in the database table.

Note:
Username: sam
Pass: test

A5

B.3

C.2

D.4

Correct Answer: D

QUESTION 3
RAT has been setup in one of the machines connected to the network to steal the important Sensitive corporate docs
located on Desktop of the server, further investigation revealed the IP address of the server 20.20.10.26. Initiate a

remote connection using thief client and determine the number of files present in the folder.

Hint: Thief folder is located at: Z\CCT-Tools\CCT Module 01 Information Security Threats and Vulnerabilities\Remote
Access Trojans (RAT)\Thief of Attacker Machine-1.

A.2

B.4
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C.3D.5

Correct Answer: C

QUESTION 4

Leilani, a network specialist at an organization, employed Wireshark for observing network traffic. Leilani navigated to
the Wireshark menu icon that contains items to manipulate, display and apply filters, enable, or disable the dissection of
protocols, and configure user- specified decodes.

Identify the Wireshark menu Leilani has navigated in the above scenario.

A. Statistics

B. Capture

C. Main toolbar

D. Analyze

Correct Answer: B

QUESTION 5

Bob was recently hired by a medical company after it experienced a major cyber security breach. Many patients are
complaining that their personal medical records are fully exposed on the Internet and someone can find them with a
simple Google search. Bob\\'s boss is very worried because of regulations that protect those data. Which of the
following regulations is mostly violated?

A. HIPPA/PHI

B. PII

C. PCIDSS

D. ISO 2002

Correct Answer: A
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