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QUESTION 1

Which statement about zone-based firewall configuration is true?

A. Traffic is implicitly denied by default between interfaces the same zone

B. Traffic that is desired to or sourced from the self-zone is denied by default
C. The zone must be configured before a can be assigned

D. You can assign an interface to more than one interface

Correct Answer: C

QUESTION 2

Which sensor mode can deny attackers inline?
A. IPS

B. fail-close

C.IDS

D. fail-open

Correct Answer: A

QUESTION 3

Which two actions does an IPS perform? (Choose two.)

A. it spans the traffic

B. it reconfigures a device to block the traffic

C. it reflects the traffic back to the sender

D. it encrypts the traffic

E. it terminates the user session or connection of the attacker

Correct Answer: AE

QUESTION 4
Which statement about application blocking is true?

A. It blocks access to files with specific extensions
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B. It blocks access to specific network addresses
C. It blocks access to specific programs
D. It blocks access to specific network services.

Correct Answer: C

QUESTION 5

Which primary security attributes can be achieved by BYOD Architecture?
A. Trusted enterprise network

B. public wireless network

C. checking compliance with policy

D. pushing patches

Correct Answer: AC
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