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QUESTION 1

What type of algorithm uses the same key to encrypt and decrypt data? 

A. a symmetric algorithm 

B. an asymmetric algorithm 

C. a Public Key Infrastructure algorithm 

D. an IP security algorithm 

Correct Answer: A 

 

QUESTION 2

Which two ESA services are available for incoming and outgoing mails? (Choose two.) 

A. DLP 

B. reputation filter 

C. content filter 

D. anti-Dos 

E. antispam 

Correct Answer: CE 

 

QUESTION 3

What is a valid implicit permit rule for traffic that is traversing the ASA firewall? 

A. Unicast IPv6 traffic from a higher security interface to a lower security interface is permitted in transparent mode only 

B. Only BPDUs from a higher security interface to a lower security interface are permitted in routed mode. 

C. ARPs in both directions are permitted in transparent mode only 

D. Unicast IPv4 traffic from a higher security interface to a lower security interface is permitted in routed mode only 

E. Only BPDUs from a higher security interface to a lower security interface are permitted in transparent mode. 

Correct Answer: C 

IPv4 and IPv6 traffic is permitted in both routed and transparent mode from higher to lower security interfaces. 

 

QUESTION 4
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Which technology could be used on top of an MPLS VPN to add confidentiality? 

A. IPsec 

B. AES 

C. SSL 

D. 3DES 

Correct Answer: A 

 

QUESTION 5

Which of the following pairs of statements is true in terms of configuring MD authentication? 

A. Interface statements (OSPF, EIGRP) must be configured; use of key chain in OSPF 

B. Router process (OSPF, EIGRP) must be configured; key chain in EIGRP 

C. Router process (only for OSPF) must be configured; key chain in EIGRP 

D. Router process (only for OSPF) must be configured; key chain in OSPF 

Correct Answer: C 
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