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QUESTION 1

Which four tasks are required when you configure Cisco I0S IPS using the Cisco Configuration Professional IPS

wizard? (Choose four.)

A. Select the interface(s) to apply the IPS rule.

B. Select the traffic flow direction that should be applied by the IPS rule.
C. Add or remove IPS alerts actions based on the risk rating.

D. Specify the signature file and the Cisco public key.

E. Select the IPS bypass mode (fail-open or fail-close).

F. Specify the configuration location and select the category of signatures to be applied to the selected interface(s).

Correct Answer: ABDF

QUESTION 2

What improvement does EAP-FASTV2 provide over EAP-FAST?

A. It support more secure encryption protocols.

B. It allows multiple credentials to be passed in a single EAP exchange
C. It addresses security vulnerabilities found in the original protocol.

D. It allows faster authentication by using fewer packets.

Correct Answer: B

The single exchange is called EAP Chaining and is and makes EAP-FASTV2 an extension of EAP-FAST.

QUESTION 3

Which information can you display by executing the show crypto ipsec sa command?
A. proxy information for the connection between two peers

B. IPsec SAs established between two peers

C. recent changes to the IP address of a peer router

D. ISAKMP SAs that are established between two peers

Correct Answer: C
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QUESTION 4

Which two characteristics of an application layer firewall are true? (Choose two)

A. provides reverse proxy services

B. is immune to URL manipulation

C. provides protection for multiple applications
D. provide statefull firewall security

E. has low processor usage

Correct Answer: AC

QUESTION 5

How to verify that TACACS+ connectivity to a device?

A. You successfully log in to the device by using the local credentials.
B. You connect to the device using SSH and receive the login prompt.
C. You successfully log in to the device by using ACS credentials.

D. You connect via console port and receive the login prompt.

Correct Answer: B
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