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QUESTION 1

On which Cisco Configuration Professional screen do you enable AAA? 

A. AAA Summary 

B. AAA Servers and Groups 

C. Authentication Policies D. Authorization Policies 

Correct Answer: A 

 

QUESTION 2

Which command help user1 to use enable,disable,exitandetc commands? 

A. catalyst1(config)#username user1 privilege 0 secret us1pass 

B. catalyst1(config)#username user1 privilege 1 secret us1pass 

C. catalyst1(config)#username user1 privilege 2 secret us1pass 

D. catalyst1(config)#username user1 privilege 5 secret us1pass 

Correct Answer: A 

To understand this example, it is necessary to understand privilege levels. By default, there are three command levels
on the router: 

+

 privilege level 0 -- Includes the disable, enable, exit, help, and logout commands. 

+

 privilege level 1 -- Normal level on Telnet; includes all user-level commands at the router> prompt. 

+

 privilege level 15 -- Includes all enable-level commands at the router# prompt. http://www.cisco.com/c/en/us/support/do
cs/security-vpn/terminal-access-controller-access-control-system-tacacs-/23383-showrun.html 

 

QUESTION 3

How can you proect CDP from reconnaissance attacks? 

A. Enable dot1x on all ports that are connected to other switches. 

B. Disable CDP on ports connected to endpoints. 

C. Disbale CDP on trunk ports. 
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D. Enable dynamic ARP inspection on all untrusted ports. 

Correct Answer: B 

 

QUESTION 4

How is management traffic isolated on a Cisco ASR 1002? 

A. Traffic is isolated based upon how you configure routing on the device 

B. There is no management traffic isolation on a Cisco ASR 1002 

C. The management interface is configured in a special VRF that provides traffic isolation from the default routing table 

D. Traffic isolation is done on the VLAN level 

Correct Answer: D 

 

QUESTION 5

Which feature allows a dynamic PAT pool to select the next address in the PAT pool instead of the next port of an
existing address? 

A. next IP 

B. round robin 

C. dynamic rotation 

D. NAT address rotation 

Correct Answer: B 
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