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QUESTION 1

Which IPS deployment is not most secure but best for network throughput? 

A. Promiscuous 

Correct Answer: A 

 

 

QUESTION 2

How can you detect a false negative on an IPS? 

A. View the alert on the IPS 

B. Use a third-party to audit the next-generation firewall rules 

C. Review the IPS console 

D. Review the IPS log 

E. Use a third-party system to perform penetration testing 

Correct Answer: E 

Only penetration testing can confirm this. All the other options lead to inconclusive results and may still result in false
negatives. 

 

QUESTION 3

Which statement about college campus is true? 

A. College campus has geographical position. 

B. College campus Hasn`t got internet access. 

C. College campus Has multiple subdomains. 

Correct Answer: A 

 

QUESTION 4

The first layer of defense which provides real-time preventive solutions against malicious traffic is provided by? 

A. Banyan Filters 

B. Explicit Filters 
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C. Outbreak Filters 

Correct Answer: C 

 

QUESTION 5

What are two default behaviors of the traffic on a zone based firewall? (Choose two) 

A. The CBAC rules that are configured on router interfaces apply to zone interfaces. 

B. Communication is blocked between interfaces that are members of the same zone. 

C. Traffic within the self zone uses an implicit deny all. 

D. All traffic between zones is implicity blocked. 

E. Communication is allowed between interfaces that are members of the same zone. 

Correct Answer: DE 
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