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QUESTION 1

How do you enforce network access control automatically?
A. IGMP

B. SNMP

C. 802.1X

D. Port Security

Correct Answer: C

QUESTION 2

DRAG DROP

% ASA-6-106015: Deny TCP (no connection) from 10.21.11.5/4288 to
192.168.72.8/80 flags FIN PSH ACK on interface inside

Refer to the exhibit. Drag and drop elements from the log onto the correct 5-tuple category on the right.

Select and Place:

1021.11.3 source port

source |P address

protocol

192.168.72.8 destination port

destination |IP address

Correct Answer:
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10.21.11.3

TCP
192.168.72.8

QUESTION 3

What information is unnecessary for determining the appropriate containment strategy according to NIST SP800-61 r27?
A. attack vector used to compromise the system

B. effectiveness of the strategy

C. time and resources needed to implement the strategy

D. need for evidence preservation

Correct Answer: A

Reference: https://nvipubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf page 35

QUESTION 4

Which of the following is not an example of reconnaissance?

A. Searching the robots.txt file

B. Redirecting users to a source and scanning traffic to learn about the target
C. Scanning without completing the three-way handshake

D. Communicating over social media
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Correct Answer: B

QUESTION 5

From a security perspective, why is it important to employ a clock synchronization protocol on a network?
A. so that everyone knows the local time

B. to ensure employees adhere to work schedule

C. to construct an accurate timeline of events when responding to an incident

D. to guarantee that updates are pushed out according to schedule

Correct Answer: C
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