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QUESTION 1

To which category do attributes belong within the VERIS schema ?
A. victim demographics

B. incident tracking

C. Discovery and response

D. incident description

Correct Answer: D

QUESTION 2

Which of the following steps in the kill chain would come before the others?
A.C2

B. Delivery

C. Installation

D. Exploitation

Correct Answer: B

QUESTION 3

Which element is included in an incident response plan?
A. organization mission

B. junior analyst approval

C. day-to-day firefighting

D. siloed approach to communications

Correct Answer: A

QUESTION 4

A CMS plugin creates two files that are accessible from the Internet myplugin.html and exploitable.php. A newly
discovered exploit takes advantage of an injection vulnerability in exploitable.php. To exploit the vulnerability, one must
send an HTTP POST with specific variables to exploitable.php. You see traffic to your webserver that consists of only
HTTP GET requests to myplugin.html. Which category best describes this activity?
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A. weaponization
B. exploitation

C. installation

D. reconnaissance

Correct Answer: B

QUESTION 5

Which process is being utilized when IPS events are removed to improve data integrity?
A. data normalization

B. data availability

C. data protection

D. data signature

Correct Answer: A
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