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QUESTION 1

What are three benefits of deploying Security Onion for network security monitoring? (Choose three.) 

A. Security Onion provides an entire suite of open-source tools in a single distribution. 

B. Security Onion automates security monitoring eliminating the need for security analyst intervention. 

C. Security Onion provides visibility and context into network events, traffic, and alerts. 

D. Security Onion can be installed on your mobile devices such as tablets to provide a portable security analysis tool. 

E. Security Onion provides tools for packet capture, threat detection, and packet analysis. 

Correct Answer: ACE 

 

QUESTION 2

What is a daemon? 

A. A program that manages the system\\'s motherboard 

B. A program that runs other programs 

C. A computer program that runs as a background process rather than being under direct control of an interactive user 

D. The only program that runs in the background of a UNIX system 

Correct Answer: C 

 

QUESTION 3

Which process type occurs when a parent process is terminated and the remaining child process is permitted to
continue on its own? 

A. Zombie process 

B. Orphan process 

C. Rogue process 

D. Parent process 

Correct Answer: B 

 

QUESTION 4

Which three are valid fields in the Set-Cookie HTTP header? (Choose three.) 
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A. Expires 

B. Domain 

C. Session 

D. Encrypted 

E. Path 

Correct Answer: ABE 

 

QUESTION 5

What is a SQL injection vulnerability? 

A. A type of vulnerability where an attacker can insert or "inject" a SQL query via the input data from the client to the
application or database 

B. A type of vulnerability where an attacker can "inject" a new password to a SQL server or the client 

C. A type of DoS vulnerability that can cause a SQL server to crash 

D. A type of privilege escalation vulnerability aimed at SQL servers 

Correct Answer: A 
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