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QUESTION 1

RFC 1918 specifies a set of IP addresses that are reserved for what type of networks? 

A. loopback 

B. private 

C. public 

D. broadcast 

Correct Answer: B 

 

QUESTION 2

Which of the following are responsibilities of an asset owner? (Mark all that apply) 

A. Implementation of security controls 

B. Asset security classification 

C. Asset disposal 

D. Analysis of the access logs 

Correct Answer: BC 

 

QUESTION 3

Which of the following network security data types requires the largest amount of storage? 

A. session data 

B. full packet capture 

C. transaction data 

D. extracted content 

E. alert data 

Correct Answer: B 

 

QUESTION 4

Which three of the following options are methods that are used by an attacker while gathering network data? (Choose
three.) 
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A. unplug network devices 

B. packet sniffer 

C. ping sweeps 

D. port scans 

Correct Answer: BCD 

 

QUESTION 5

Host-based firewalls are often referred to as which of the following? 

A. Next-generation firewalls 

B. Personal firewalls 

C. Host-based intrusion detection systems 

D. Antivirus software 

Correct Answer: B 
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